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Context

Smartcard Mobile device

Same services, different securities
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Context

Based on a Secure Element Based on a Computer on Chip

m Simple SoC m Complex SoC

m Designed for security m Designed for performance

m Evaluated m Adding TEE! for software
security

'Trusted Environment Execution
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Hardware attacks ?

Fault attacks

m Laser/EM injection
Clock glitch
Voltage glitch
Rowhammer

Heating

Body biasing
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What is a System on Chip ?

SoC

‘ pControllers ‘ pProcessors Memories Interfaces

Bus Interconnection

‘ ADCs/DACs ‘ Voltage/Frequency regulators

m Integrate all components on
the same chips

m Reduce power consumption

m Reduce chip size
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What is a Secure Element ?

—
Secure element
Applications
Jcvm#
0S (~10-30kB)
CPU? (1 ARM SC300 core) Crypto-processor Power management

Bus Interconnection

Memories (with MPU3) ISO 7816/SPI #

2Central Processing Unit
$Memory Protection Unit
“Java Card Virtual Machine
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What is a Computer on Chip ?

Computer on Chip (Exynos like)

Standard Apps Trusted Apps

Rich OS Trusted OS

Trusted Kernel

CPUs (4x Big & 4x Little Cores) ‘ GPU® (8 cores) & VPU® ‘ ‘ PMIC?

Multi-layer AXI/AHB Bus & Cache Coherent Interconnection

Internal ROM & RAM (with MMU®) ‘ Interfaces

SGraphical Processing Unit

®Video Processing Unit

"Power Management Integrated Circuit
#Memory Management Unit
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Secure element vs Computer on Chip

Secure element

Computer on Chip (Exynos like)

Standard Apps

Trusted Apps

Applications
Jovm Rich 05 Trusted 05
Kernel & OS (~kB) Trusted Kernel
CPU (1 ARMVZ-M core) ‘(vyp!o'wocessor Power management CPUs (4x Big & 4x Little Cores) GPU (8 cores) & VPU ‘ ‘ PMIC

‘Me

E—r——

i) | e —-

Internal ROM & RAM (with MMU)

Multi-layer AXI/AHB Bus & Cache Coherent Interconnection

Modem Interfaces

Run at 4 to 60MHz
Not multithreaded

apps only
m Hardware mitigations

Fault attacks on System On Chip

Fine engraving > 40 nm
Constant Voltage & Frequency
Trusted hardware & Trusted

Run at 300MHz to 3Ghz
Multithreaded
Fine engraving < 20 nm

Dynamic Voltage & Frequency
management

Trusted Environment Execution

No hardware mitigations
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The packaging

Computer on Chip package on Secure element package
package
Contact SoC Package
Package Stacked RAM  Wirebounds
/ »
< R - ‘ -

Card body Wirebounds
BGA® SoC mini PCB

°Ball Grid Array
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Assets to protect

Cryptographic secrets and
operations

Secure boot
Memory partitioning

Execution flow integrity

Trusted part isolation
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m Repeatability ?

m Design impact ?

m Technology impact 7
m New attack paths ?
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Soo000 let’s start !

m Computer on Chip — software security only
m Hardware quite similar with Secure Elements

m Some attacks already exist:

Evaluate their difficulty
Push some uncompleted attacks
Find new paths
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical

Software RAM X Memory partitioning
translation table
Glitch voltage Clock Key Cryptography
Laser Register Instruction Secure boot
EM Bus Return value Execution flow integry
Cache Program counter
MMU User rights
Pipeline
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical

Software RAM X Memory partitioning
translation table
Glitch voltage Clock Key Cryptography
Laser Register Instruction Secure boot
EM Bus Return value Execution flow integry
Cache Program counter
MMU User rights
Pipeline

Project Zero attack/Drammer (2015 - 2016) [Vee+16]
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical

Software ———— RAM X Memory partitioning
Nﬁlatlon table
Glitch voltage Clock Key Cryptography

Laser Register Instruction Secure boot

EM Bus Return value Execution flow integry
Cache Program counter
MMU User rights
Pipeline

Project Zero NaCl/Rowhammer on TrustZone (2015) [Carl7]
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical

Software RAM X Memory partitioning
\ translation table
Glitch volta Clock Key Cryptography

ge
Laser Register\* Instruction / Secure boot
EM Bus Return value Execution flow integry
Cache Program counter
MMU User rights
Pipeline

ClkScrew (2017) [AS17]
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Known attacks

Physical target Software target Software security

Injection medium
Software RAM Virtual t? physical Memory partitioning
translation table
Glitch voltage » Clock Key Cryptography
Laser Register Instruction Secure boot
EM W7, “Bus-- Return value / Execution flow integry
\\ * Cache -~ , Program counter
! User rights

R MMU J
hl Pipeline -

Controlling PC on ARM (2016) [TSW16]
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical

Software RAM X Memory partitioning
translation table
Glitch voltage Clock Key Cryptography
Laser Register Instruction Secure boot
EM Bus Return value Execution flow integry
Cache Program counter
MMU User rights
Pipeline

Attack on PS3
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical
translation table

Glitch voltage \ Clock Key Cryptography
Register

Software RAM Memory partitioning

Laser Instruction Secure boot

EM Bus \ Return value /Ifm;ution flow integry
Cache Program counter
MMU User rights
Pipeline

Attack on Xbox 360 (2015) [Blal5]
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Known attacks

Injection medium Physical target Software target Software security

Virtual to physical

Software RAM X Memory partitioning
translation table
Glitch voltage Clock Key Cryptography
Laser ————————— Register Instruction Secure boot
EM Bus Return value Execution flow integry
Cache Program counter
MMU User rights
Pipeline

Laser induced fault on smartphone (2017) [Vas-+17]
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Conclusion

Migration of services from Secure Element to Computer on Chip

Hardware security gap

m SE is a full trusted environment
m Computer on chip integrate a software trusted environment

Invasive/Semi-invasive attacks feel harder on Computer on Chip

New attack paths
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Questions?
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