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Introduction - About me

• Hardware security expert at ANSSI
• Focus on fault attacks on modern SoCs
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Introduction - Handling sensitive operations

Sensitive
operations

�
Payment �

Healthcare

�
Identification

Historically
• handled by smartcards �
• security designed devices
• high level security

evaluation

Nowadays
• handled by smartphones � or

laptops �

• performance designed devices
• security added recently
• no security evaluation
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Introduction - SEs vs SoCs

Smartcards �

• secure elements (SEs)

Smartphones �

• complex systems on chip
(SoCs)

1 core mono-thread CPU Crypto-processor Power management

Memories ISO 7816/SPI

Interconnection Bus

OS (~10-30kB)

JCVM

Applications

Big little multi-core CPU GPU & VPU PMIC

Internal ROM Modem Interfaces

Multi-layer AXI/AHB Bus & Cache Coherent Interconnection

Trusted Kernel

Rich OS

Standard Apps

Trusted OS

Trusted Apps
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Introduction - Perturbation attacks

S0 S1 Si

Si

Si+1 Sn−1 Sn

Si 1 Sn 1 Sn
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Introduction - Perturbation attacks

Clock

Voltage
Temperature

Electromagnetic
waves

Electromagnetic
waves [OGM15; DLM19]

Light

Light [Sam+02; SHP09]

X-ray
Body biasing

Software
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Case study - User authentication on Linux �

Password authentication of the sudo program on Debian 9

Targets
BCM2837

(Raspberry Pi 3 B)
Intel Core i3-6100T
(Custom motherboard)

BCM2711b0
(Raspberry Pi 4)
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Case study - Evaluation methodology

Program structure
analysis

Kernel
mechanisms

Hardware
characterization

Kernel
analysis

Program
analysis
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Case study - Evaluation methodology

Program structure
analysis

sudo, sudoers.so,
libpam.so, pam_unix.so

Kernel
mechanisms

Dynamic linker, Memory allocation,
Address resolution

Hardware
characterization

CPU, MMU

Kernel
analysis

Program
analysis
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Case study - SoC architecture
System On Chip

Core

Pipeline
fetch decode executebranch target buffer

registers

memory order buffer

memory management unit
translation
lookaside

buffer

data cache l1instruction cache l1

mixed cache l2

shared cache l3

interconnection bus

memory controller

external memory

internal memory power management
subsystem

power management
integrated circuit

phase-locked
loops

various modules
(graphic cores, etc)

communication
interfaces

CPU
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Characterization - State of the art
Injection mediums

A
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MCU’s CPU SoCs’ CPU FPGA This work 10
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Legend:

Micro-
architecture �

ISA �

Program �

Clock � Voltage � EM � Laser �

Instruction skip
and corruption on
ATMega163 [BGV11]

Forced memory
ACK on
MCUs [BFP19]

Control flow
hijacking on ARM
Cortex-M3 [Buk+18]

Data corruption on
ARM Cortex-M3 [Mor+14b]

Instruction skip on
ATMega328P [Men+20]

Data and instruction
corruption on MCUs [KH14]

Instruction skip and
data corruption
on ATMega328P [BJ15]

Cache corruption on
ARM Cortex-M4 [Riv+15]

Data bus corruption [Mor+14a]
on ARM Cortex-M3

Flash corruption
on MCUs [19; Men+19]

Flash corruption on
ATMega328P [Kum+18] and
ARM Cortex-M3 [Col+19]

Pipeline
corruption on
RISC-V
LEON-3 [YGS15]
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Fault AES on
ARM Cortex-A9 [MBB16]

Fault libpam strncmp() on
ARM Cortex-A9 [Gai+20]

Instruction
corruption on
ARM
Cortex A [TSW16] Instruction corruption

on ARM Cortex-A9 [Pro+19]

AES DFA, PFA and attack on sudo
on BCM2837, BCM2711b0 and Intel Core i3
[TBC19; TBC20; Tro+21]

Instruction corruption
on BCM2837, BCM2711b0 and Intel Core i3
[TBC19; TBC20; Tro+21]

Cache and MMU corruption
on BCM2837, BCM2711b0 and Intel Core i3
[TBC19; TBC20; Tro+21]

MCU’s CPU SoCs’ CPU FPGA This work 10



Case study - Characterization Method

Test program
orr r5, r5;
/*
* Arbitrary number
* of repetitions
*/

orr r5, r5;

Initial values
Register Initial values

r0 0xfffe0001
r1 0xfffd0002
r2 0xfffb0004
r3 0xfff70008
r4 0xffef0010

Top down approach

ISA

Micro-Arch

Faulted program

Faulted data

Registers Memory

MMU Bus Cache

Faulted instruction

Pipeline

Decode Execute

Memory

Fetch Bus Cache MMU
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Characterization - BCM2837 (Raspberry Pi 3)

Cores
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Characterization - BCM2837 (Raspberry Pi 3)
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Characterization - BCM2837

Faulted register distribution regarding the executed
instruction
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Characterization - BCM2837

Faulted value distribution regarding the executed instruction
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Characterization - Analysis tool

Analyzer

Parser

params.py

results.csv

Results
results.json
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Characterization - BCM2837

Fault model distribution regarding the executed instruction

Unknown Bit
flip

MOV
after
exec

OR MOV AND
after
exec

OR
2 obs
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Characterization - BCM2837

Instruction matching the OR fault model for the orr r5,r5
instruction

Faulted instruction Occurrence (%)
orr r5,r1 92.54 %

orr r5,r0 6.14 %

orr r5,r7 1.32 %

Instruction matching the AND fault model for the and r8,r8
instruction

Faulted instruction Occurrence (%)
and r8,r0 100
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Characterization - BCM2837

ARM data processing instruction encoding

012345678910111213141516171819202122232425262728293031
If immediate value bit (25) is set to 0

Second operandFirst
operand

Destination
register

OpCode

012345678910111213141516171819202122232425262728293031
If immediate value bit (25) is set to 1

First
operand

Destination
register

OpCode Immediate value
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Characterization - BCM2837

MUX1

immediate value bit
(instruction bit 25)

ALU

opcode
(instruction bits 21 to 24)

MUX2

Registers

....

first operand (instruction bits 16 to 19)

....

immediate value second operand (instruction bits 0 to 7)
ope2

ope1

register second operand (instruction bits 0 to 3)

....

destination
(instruction bits

12 to 15)
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Characterization - BCM2837

Immediate value test code

mov r3, #255
cmp r3, #255
bne fault
b nofault

fault: mov r9, #170
b end

nofault: mov r9, #85
end: nop

Results
Fault r9 = 170 r9 = 0xfffcb924 Unknown
Rate 94% 4% 2%
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Characterization - BCM2837

Memory subsystem pathing

RAM

Cache L2/L3

PTEs
(TLB)

Data
(L1D)

Instructions
(L1I)
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Characterization - BCM2837

Memory test code

str r8, [r9] // Several
ldr r8, [r9] // times

Initialization

• memory page allocated (4 kB)
• registered initialized to address in the page

Results

• ldr r8, [r9] ldr r8, [PC] (25 )
• ldr r8, [r9] mov r8, r2 (74 4 )
• no fault on fetched data
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str r8, [r9] // Several
ldr r8, [r9] // times

Initialization

• memory page allocated (4 kB)
• registered initialized to address in the page

Results

• ldr r8, [r9] → ldr r8, [PC] (25 %)
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• no fault on fetched data
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Characterization - BCM2711b0

Spots leading to faults on orr r5,r5 test code
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Characterization - BCM2711b0

Fault model distribution on orr r5,r5 test code
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Characterization - Intel Core i3-6100T

or rbx,rbx
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Characterization - Intel Core i3-6100T

Fault model distribution

Bit reset OR
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Conclusion

• Different injection mediums have shown the similar fault
models on different architecture (ARM, x86) and targets:

• we suppose that there is an underlying common mechanism
sensitive to perturbation„

• the instruction cache was identified as faulted on the
BCM2837

• EM fault injection is less efficient on flip chips
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Future works

• improve the fault analyzer
• micro-architectural characterization on remaining targets,
• development of countermeasures to protect the instructions,
• analyzing the Linux kernel and security programs against

faults,
• confirming the sudo attack path with an actual attack
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Questions ?
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Appendice - Linux program life

Kernel
dynamic

linker

Kernel
Dynamic
linker

Shell command

Executable and dynamic
dependencies loading

and mapping

fork(); execv(cmd, args);

Program execution

Modules and dynamic
dependencies loading

and mapping

dlopen()

End of execution
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Appendice - BCM2837 Characterization

Determining the number of faulted instructions

Test code
mov r0,r0
mov r1,r1
mov r2,r2
mov r3,r3
mov r4,r4
mov r5,r5
mov r6,r6
mov r7,r7
mov r8,r8
mov r9,r9

Result
On average:

• 1.45 faulted instructions
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Appendice - BCM2837 MMU fault

VA -> PA
0x0 -> 0x0 0x80000 -> 0x80000
0x10000 -> 0x10000 0x90000 -> 0x90000
0x20000 -> 0x20000 0xa0000 -> 0xa0000
0x30000 -> 0x30000 0xb0000 -> 0xb0000
0x40000 -> 0x40000 0xc0000 -> 0xc0000
0x50000 -> 0x50000 0xd0000 -> 0xd0000
0x60000 -> 0x60000 0xe0000 -> 0xe0000
0x70000 -> 0x70000 0xf0000 -> 0xf0000
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Appendice - BCM2837 MMU fault

VA -> PA
0x0 -> 0x0 0x80000 -> 0x0
0x10000 -> 0x10000 0x90000 -> 0x0
0x20000 -> 0x20000 0xa0000 -> 0x0
0x30000 -> 0x30000 0xb0000 -> 0x0
0x40000 -> 0x40000 0xc0000 -> 0x80000
0x50000 -> 0x50000 0xd0000 -> 0x90000
0x60000 -> 0x60000 0xe0000 -> 0xa0000
0x70000 -> 0x70000 0xf0000 -> 0xb0000
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Appendice - OpenSSL AES

Number of faulted ciphers with a specific number of faulted
diagonals regarding the delay of injection
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Appendice - AES PFA
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Appendice - Analyzer and simulator

Function analyzer

Synthesized
representation

Memory
accesses

Function
calls

Target address(es),
Start address

help
determine

Call
hooks

help
build

Memory
initial state

help
build

Fault simulator End/Win
conditions

Fault
model

Binary
Shared libraries
Functions names

help
determine

Successful
attacks
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Appendice - sudo Forced authentication - User program

Bench Send signal Wait trigger

Wait trigger

Perturb Wait response

Wait response

Process 1 Wait signal Send (dummy)
password

Wait response

Wait response

Send response

Send response

Process 2 sudo `command'
Wait

password
Verify

password
Send

response

Send
response
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