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To succed a Fault Injection (FI) attack, one need to:
m Know where attacks? = FI medium (x, y, z, 0) position on the target component;
m Know how attacks? = Fl medium parameters;
m Know when attacks? = Time t to confuse target program.
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Where?/How?: Characterize the sensitivity of the target component to a fault
medium [TBC21, PHBT19]

When?: Transfer this sensitivity to a target application [GHHR23, Dur16]
Conducting an attack through exploitation [Wer22, TBE*21]
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Where?/How?: Characterize the sensitivity of the target component to a fault
medium [TBC21, PHBT19]

When?: Transfer this sensitivity to a target application [GHHR23, Dur16]
Conducting an attack through exploitation [Wer22, TBE*21]

Can one determine when to induce a fault in a complex software by characterizing
(where/how) the effect of a fault?
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wE  Fault Injection Attacks (cont.) @

Where?/How?: Characterize the sensitivity of the target component to a fault
medium [TBC21, PHBT19]

When?: Transfer this sensitivity to a target application [GHHR23, Dur16]
Conducting an attack through exploitation [Wer22, TBE*21]

Can one determine when to induce a fault in a complex software by characterizing
(where/how) the effect of a fault?

Target: The sudo application on a Raspberry Pi 4 running the Raspberry Pi OS (derived from
Debian).

1See: https://www.raspberrypi.com/software/
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1. Characterisation
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During a fault, at least one microarchitecture block is disturbed.
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::,gu Analysis of fault effects on a complex CPU [Tro21]

During a fault, at least one microarchitecture block is disturbed.

Modus Operandi

B A test program is faulted during its execution.

m Fault different test programs to gather information on the behavior of
microarchitectural blocks.
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Test program 1

orr r4, r4;

/*
* Arbitrary number
* of repetitions
*/

orr r4, r4;

Test program 2

and r4, r4, #255;
/*

* Arbitrary number
* of repetitions
*x/

and r4, r4, #255;

Characterisation approach

Table: Initial values of the registers.

Initial value for

Initial value for

REBISTer | oor R4, R4 repetition | AND R4, #255 repetition
r0 OXFFFE000] OXFFFE000]
r1 OXFFFD0002 OxFFFD0002
r2 OxFFFB0004 OxFFFB0004
r3 OxFFF70008 0x000000FF
ra OXFFEF0010 OxFFEF0010
r5 OxFFDF0020 OxFFDF0020
r6 OxFFBF0040 OXFFBF0040
r7 OxFF7F0080 OxFF7F0080
r8 OXFEFF0100 OXFEFFQ100
r9 OxFDFF0200 OxFDFF0200
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iz Setting the 8 least significant bits to 0 in the executed instructions.
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2. Fault Model Transposition
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Simulation Goal: Determine when to inject the fault into the execution flow to achieve a
desired effect. We focus on simple fault.
Target: Binary sudo from Raspberry Pi OS? (based on Debian)

2https://downloads. raspberrypi.org/raspios_lite_armhf/images/raspios_lite_armhf-2022-09-26/
European Cyber Week 2023 — BITFLIP 2023 — 22 november 2023 1n/23


https://downloads.raspberrypi.org/raspios_lite_armhf/images/raspios_lite_armhf-2022-09-26/

:%:u Fault Model Transposition

Simulation Goal: Determine when to inject the fault into the execution flow to achieve a
desired effect. We focus on simple fault.
Target: Binary sudo from Raspberry Pi OS? (based on Debian)

Authentication rules in /etc/pam.d/common-auth

# here are the per-package modules (the "Primary" block)

auth [success=1 default=ignore] pam_unix.so nullok
# here's the fallback if no module succeeds
auth requisite pam_deny . so

sudo calls PAM, which uses the pam_unix.so module.

2https://downloads. raspberrypi.org/raspios_lite_armhf/images/raspios_lite_armhf-2022-09-26/
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wel  Dynamic Instrumentation of pam_unix.so with Rainbow @

Rainbow is a fault injection simulator developed by the Ledger Donjon, based on
Unicorn-Engine (QEMU).
sudo is dynamically linked with glibc and PAM.

O Ledger-Donjon/rainbow
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wel  Dynamic Instrumentation of pam_unix.so with Rainbow

Rainbow is a fault injection simulator developed by the Ledger Donjon, based on
Unicorn-Engine (QEMU).

sudo is dynamically linked with glibc and PAM.
We implemented a loader based on CLE in Rainbow.

Dynamic dependencies of pam_unix.so

libpam.so0.0, libcrypt.so.1, libselinux.so.1, libnsl.so0.2,
libtirpc.so.3, libc.so0.6, 1d-linux-armhf.so.3, libaudit.so.1,
libdl.so.2, libpcre2-8.s0.0, libgssapi_krb5.so0.2,
libpthread.so0.0, libcap-ng.so.0, libkrb5.so. 3,
libk5crypto.so.3, libcom_err.so.2, libkrb5support.so.0,
libkeyutils.so.1, libresolv.so.2

O Ledger-Donjon/rainbow
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:;%Z“Q Fault Model Simulation in Rainbow

1 def fault_model(emu):

2 # Get PC value

3 pc = emu["pc"]

4 # Get next instruction

5 instr = emulpc]

6

7 # Patch and run modified instruction

8 i = int.from_bytes(instr, "little") & OxFFFF_FF00
9 instr_patched = i.to_bytes(4, "little")
10 emulpc] = instr_patched

n emu.start(pc, 0, count=1)

12

13 # Restore correct instruction

14 emulpc] = bytes(instr)
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:g.u“ Exhaustive Testing in Simple Fault

1 emu = rainbow_arm()

> emu.load("arm-libs/pam_unix.so")

s emu[0xE0000000] = f"toto\x00".encode()

4+ emu[0xFR000000] = f"$6$hH.15uU51aaxuXHY$anemvMyc.gFycl. .. InSGEO.\x00" .encode()
s emu["r0"] = @ # pamh (used for pam_syslog calls)

s emu["r1"] = OxEQQ00000 # const char *p

7 emu["r2"] = 0xFQO000QO # char =*hash

s emu["r3"] =1 # unsigned int nullok

9 pc_stopped = emu.start_and_fault(fault_model, i, 0x00405b40, 0, count=1000)

w0 print(emu["r0"]) # if 0, then auth is successful

Variant of the Ledger blog post [1S22]. We hook malloc, calloc, and free.
22 minutes or 3.2 seconds with SHA2-256 hooked (crypt_r).
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Fault Found
; 1=1201 (in pam_unix.so)
MOVNE R4, #7

; become
MOVNE R4, #0

||| gg
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we  Exhaustive Testing in Simple Fault: Results
HE
@121: movne r4,#0x7 ; rd <- 0 with fault
@122: cmp r3,#0x0
@123: cpyne r3,r7
@124: movne r1,#0x0
@125: beq LAB_00405ch4
LAB_00405ca4:
@126: strb r1,[r3],#0x1
@127: 1ldrb r2,[r3,#0x0]
@128: cmp r2,#0x0
@129: bne LAB_00405ca4
LAB_00405cb4:
@130: cpy ro,r7
@37: bl free
@132: cpy ro,r4 ; returns the value of r4
@133: ldmia sp!,{r4,r5,r6,r7,r8,r9,r10,pc}

15/23



REPUBLIQUE
FRANGAISE

3. Exploitation
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E;lu Transition to Reality: Jitter Measurement

Modus Operandi

m Creation of a wrapper to launch sudo via Netcat and trigger a GPIO.
m sudo forced on CPU core 3.
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:;:.u Transition to Reality: Jitter Measurement

Modus Operandi

m Creation of a wrapper to launch sudo via Netcat and trigger a GPIO.
m sudo forced on CPU core 3.

T ] ! ‘ ‘
al i
S ol - |
< 2 —e—"On-Demand” without delay
SE i —=—"0On-Demand” with a 0.1s delay
—e— "Performance” without delay

— ——"Performance” with a 0.1 s delay
0 | | | |

0 0.4 0.8 1.2 1.6 2
Time (s) 102
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E;lu Trick to Find the Fault Instant

Use of an open-sample

120
LAB_s04psCTE LAB_oB40SCTe rey
122
0405c7c 05 10 a0 el cpy 1,05 00405c7c 05 10 a0 €1 cpy 123
00405t 00 a0 el cpy 0,17 00405080 07 00 a0 €1 cpy 7 2}
00405c84 96 ee f eb bl <EXTERNAL>: :stremp 00405¢84 9 ee FF &b bl ibe.s0.6: :stromp 25| }
0405c88 00 30 a7 e ard r3,[r7,20x0) 00405088 00 30 d7 &5 ldrn 3,[07, #0%0] 126 stremp((char +)pbVard,hash);
80405c8C 0B 40 50 2 subs 4,00, 18X8 00405C8C 00 (0 50 €2 subs 127 (char *)(uint)spbvard;
can be faulted with SOXFFFF_FFOD 128 vard == 8;
00405090 02 00 ab &3 mov. 70, #0x2 00405090 07 40 aD 13 movne 129 * can be fav */
130| cVar§ = extraout_r1_00;
LAB_00405¢94 LAB_00405¢94 131 LAB_00405094:
00405096 mov r2, 8001 ©00405co4 00 00 53 03 cup 3,800 132 softusre_interrupt(s);
00405098 mov 7, 80%4 00405c98 07 30 a0 11 cpyne r3,r7 33| if (1bvario) {
0405c9c sl 00 00405c9c 00 10 a0 13 movne 1, #0x0 34 do{
00405ca0 03 00 00 0a  beq LAB_DD4056h4 004050 03 00 00 Ba  bea LAB_OD405¢b4 135 pevar? = ]
136 *pcva
LAB_BB4B5Ca4 LAB_pB4o5Cad 37 pevars a
08405cas 01 10 c3 eq strb r1,[r3], #0x1 00405ca4 01 10 c3 e4 strd L3l p0x1 138 } while (#pcvar?
60405ca8 00 20 d3 &5 ldrb r2,[r3,#0x0] 00405ca8 00 20 43 &5 ldrb L3, #0301 39 }
80405cac 00 00 52 &3 cnp 2, 4040 00405cac 00 00 52 €3 cnp L#0x0 20| free(lvoid )0xa);
0405c00 fb £f £F 12 bne LAB_00405¢a4 00405CH0 fb £F FF 12 bne LAB_0B405ca4 21| return iVard;
1421}
LAB_8B4D5C04 L LAB_0B405CDG L e
e v 5 v
DRGS0 00 a0 81 cn ) - [t o7 10 a0 1oy - Toh Docorplervarty o 0] Bl aptes: pemriese * |
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:n;.ca Trick to Find the Fault Instant

Problem: The delay introduced by the syscall and parent process.

T T T T
3 -
S 2
&
=S
1 —e— before the patch
—m— after the patch
OH | | |
0 0.4 0.8 1.2
Time (s) 10-2

Figure: Average of 1024 calls to sudo with the incorrect password, CPU performance mode, delay of
0.1s.
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m The expected fault model was not consistently found at the same FI medium position.
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m The expected fault model was not consistently found at the same FI medium position.
m Partial sudo bypass:
B sudo --validate
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m Partial sudo bypass:

m sudo --validate = success
m sudo whoami
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m The expected fault model was not consistently found at the same FI medium position.
m Partial sudo bypass:

m sudo --validate = success
m sudo whoami = not success
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% Limitations

m The expected fault model was not consistently found at the same FI medium position.
m Partial sudo bypass:

m sudo --validate = success
m sudo whoami = not success
B The reasons for this difference between simulation and reality are currently unknown.
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s Limitations @

m The expected fault model was not consistently found at the same FI medium position.
m Partial sudo bypass:

m sudo --validate = success
m sudo whoami = not success
B The reasons for this difference between simulation and reality are currently unknown.

m Require an open-sample to determine real-world injection timing:

m overcoming with a cycle-accurate emulation = it’s rarely available for complex systems.
m Using side-channel simulators to identify the injection point on a simulated trace, but
precise modeling of the target is currently challenging.
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wel  Conclusion :

In this work:

m Transposition of the fault model to a complex program (sudo)

m Use of open-source tools:

m ) Ledger-Donjon/rainbow (proposed patches submitted).
m () Ledger-Donjon/scaffold
m O newaetech/ChipSHOUTER
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wes  Conclusion

In this work:

m Transposition of the fault model to a complex program (sudo)

m Use of open-source tools:

m ) Ledger-Donjon/rainbow (proposed patches submitted).
m () Ledger-Donjon/scaffold
m O newaetech/ChipSHOUTER

What's next?

m Can we do without an open-sample?
m How to protect against it?
m Transition to RISC-V.
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wEl  Questions? @

Security of Complex Software
How to Move from Characterising the Fault Effects to Exploitation?

Guillaume Bouffard
Laboratory of Hardware and Software Architectures

ANSSI
guillaume.bouffard@ssi.gouv.fr

Credit: icons downloaded from Flaticon
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