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Abstract. Voltage drop fault attacks pose a new security threat to FP-
GAs, especially in a multi-tenant context where several users share the
same hardware space. An increasing amount of research shows that at-
tackers can implement voltage plundering circuits to inject timing faults
in surrounding hardware modules. In recent years, various countermea-
sures against such attacks have been proposed. Many of these rely on
embedded sensors to detect voltage drops during runtime. These can be
effective in disabling the attacker, pinpointing their location or limiting
the impact of faults on the victim module. However, the voltage drop
detection methods they use are either unsuitable for real-world use as
they rely on static thresholds on the sensor’s output, or use a significant
amount of memory resources. In addition, some lack concrete implemen-
tations to prove their effectiveness and to accurately estimate their im-
pact on the targeted system. In this work, we introduce a fast, lightweight
and efficient method based on arithmetic calculations for detecting volt-
age drop attacks. Experiments on a real implementation demonstrate its
effectiveness in detecting voltage drops in contexts where methods based
on static thresholds would be unsuitable due to noise and uncertainty re-
garding the sensors’ location. Moreover, this new detection method does
not require extensive use of memory resources to compute long-term met-
rics. Its simplicity and versatility makes it easy to integrate into existing
countermeasure schemes.

Keywords: Hardware Attacks and Countermeasures - Voltage Drop At-
tacks - Fault Injection Attacks

1 Introduction

Field-Programmable Gate Arrays (FPGAs) are highly versatile and powerful
devices that are particularly well-suited to implement hardware accelerators for
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parallel functions. For this reason, cloud service providers such as Amazon Web
Services, Tencent and Huawei, have started offering FPGA rental services [27].
As cloud computing often makes use of virtualization to split physical resources
between several tenants for utilization optimization purposes, a new research
field has emerged, studying the possibility and challenges involved in multi-
tenant schemes for cloud FPGAs. Security concerns have quickly become major
factors preventing the deployment of the multi-tenancy model. Amongst these
concerns are Denial-of-Service (DoS) and fault attacks based on voltage drops.
An increasing number of papers describe hardware attacks in which a malicious
tenant implements power-wasting circuits that provoke a steep voltage drop. The
resulting voltage fluctuations can be used to inject timing faults in the hardware
modules of other tenants [1, 10, 16], provoke a crash of the host FPGA [14, 23]
or create a covert communication channel [18]. Several works even demonstrate
cross-component attacks, in which circuits located in the FPGA are used to
carry out a fault attack on the Central Processing Unit (CPU), propagating the
voltage drop across the entire Power Delivery Network (PDN) [7, 17].

Many countermeasures against voltage drop attacks have been proposed in
the literature. In particular, much work has been done on the detection of volt-
age drops during runtime. These methods rely on sensors implemented within
the FPGA. Most of these countermeasures are based on the assumption that
the sensor operates in a static, pre-determined environment [15, 21, 22, 25]. Al-
though they offer a fast detection time and require little hardware resources, this
assumption renders them unsuitable for multi-tenant environments, where the
location of sensors, surrounding modules and background noise are uncertain.
Some other works have attempted to address this issue by proposing methods
based on arithmetic calculations that remove the assumption of a static environ-
ment [9, 19]. However, these arithmetic methods lack in concrete implementation.
They also all rely on storing hundreds of sensor samples to compute averages
over long periods of time, which would make them resource-hungry in a real-
world implementation. Finally, these methods are designed to localise attackers
attempting DoS attacks, which require a prolonged voltage drop [22]. It is un-
clear whether they can detect short voltage variations intended to cause a timing
fault in nearby hardware modules.

In this work, we investigate the detection method against voltage drop at-
tacks in multi-tenant FPGAs. We present a novel detection method that is suited
to models where the locations of the attacker and the victim are not be pre-
determined. It is also lightweight, and fast enough to detect very short voltage
drops intended to cause timing faults rather than board crashes. These prop-
erties make it compatible with most existing countermeasures. Its lightweight
and calibration-agnostic properties make it suitable to localize the attacker by
deploying multiple sensors [9, 19]. It is fast enough to be integrated in attacker
neutralization schemes [22] and victim protection methods [15]. The main con-
tributions of our work are the following:
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1. The limitations of the most commonly used detection methods against volt-
age drops are demonstrated using experimental data obtained from real-time
implementations of attacks.
2. A new detection method based on running variance is proposed. It is im-
plemented in real-time, and is shown to be robust against variations in the
sensor location and noisy operating conditions.
3. Short attacks that remain detectable for only a few nanoseconds are imple-
mented. They are shown to be able to introduce timing faults in crypto-
graphic systems. The ability of the variance-based system to detect these
so-called short attacks is demonstrated.
4. Real-world data obtained from an FPGA implementation shows that this
detection method requires only a moderate amount of resources, comparable
to those of the sensor itself. Unlike similar methods, it does not rely on storing
hundreds of precedent measurements.
To ensure the reproducibility and availability of our detection system, all of the
hardware modules and test procedures used in this work are open-source [13].

The remainder of this article is organized as follows. Section 2 provides an
overview of previous work, highlighting the limitations of existing voltage drop
detection methods. Section 3 describes our novel detection method in detail and
Section 4 introduces the experimental setup used to evaluate our variance-based
approach. Section 5 presents the results of these experiments and demonstrates
the effectiveness of our detection method against voltage plundering attacks. We
also compare it to existing approaches, showing the limitations of the static-
threshold-based methods. Finally, Section 6 concludes this work and provides
insights for future works.

2 Background and Related Work

In this section, we introduce the relevant prior work on multi-tenant FPGA
voltage drop attacks and their detection. We delve into the different types of
FPGA voltage sensors and detection methods explored in the existing literature.
We emphasise the limitations of existing work, which will serve as a comparison
baseline for our contribution.

2.1 Voltage Drop Attacks in FPGAs

Historically, potent attack methods such as fault injection have required attack-
ers to have physical access to the target system. However, in recent years, several
attack schemes that enable remote fault injection have been discovered. Many
of them are based on manipulating the voltage and/or frequency of the target
component. Amongst them, voltage drop attacks triggered by malicious FPGA
circuits have grown in popularity [12]. Most of these attack scenarios consider
the fabric to be split between several tenants, two of whom are the attacker and
the victim. The attacker uses power-hungry circuits to create a voltage drop
around its occupied regions. Their goal is to provoke timing faults in a nearby
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module. They can also achieve a voltage-drop-induced crash, or DoS, which in-
volves subjecting the board to more severe and prolonged voltage drops than
are required for fault injection [22].

Various primitives can be used as attack circuits. The simplest one is an
Ring Oscillator (RO), a simple self-oscillating circuit consisting of AND and NOR
gates [10]. Previous work has showcased attacks based on memory collisions [1],
latches, Flip-Flops [26] and cryptographic primitives [24]. When used in large
amounts, all of these circuits create strong switching activity that produces tran-
sient voltage drops. Consequently, a large part of countermeasures against such
attacks embed voltage sensors in the FPGA to detect them.

2.2 Real-Time Voltage Sensors

A key difference in existing approaches is the type of embedded voltage sensor
used. Two main types of sensors exist: ROs-based [22, 25|, and Time-to-Delay
Converter (TDC)-based [9, 15, 21, 22|; as introduced in Figure 1. The former
requires few resources, making it suited for scenarios where many sensors are
used. The latter, while heavier in resource usage, is known to have better time
resolution and less noise in its output value, making it especially suited for
transient voltage drop detection [20].

Initial delay-line Observable delay-line
—— Ie o

clk

~
Sampling Chain

(a) RO-based voltage sensor. (b) TDC-based voltage sensor.

Fig. 1: Sensor types used in voltage drop detection.

RO-based sensors. The frequency of an RO’s output oscillation is entirely
dependent on the propagation time of its logic gates. Therefore, monitoring this
frequency with a counter directly gives a measurement of the current operating
voltage. Figure 1a shows the principle of a simple RO-based sensor. It requires
few resources, but provides coarse-grained and noisy measurements compared to
the TDC-based sensors. It also requires longer sampling periods. For example,
in [19], the RO-based sensors achieve a sampling period of 1.25 us. This is orders
of magnitude greater than the time required for an attacker to successfully carry
out a power-plundering fault attack, i.e. a few nano-seconds [22].

TDC-based sensors, as shows Figure 1b, consist of two chains which are
both fed by a clock signal. The first of these chains consists of many primitive
elements which one after another propagate an input clock signal. It is divided
into an observable delay-line, usually made of carry-chains, and an initial delay-
line, usually made of Look-Up Tables (LUTSs). The second chain, referred to as
the sampling chain, registers the output of each element in the observable delay-
line. The initial delay-line is used to introduce a phase shift between the clock
used in the sampling chain (the sampling clock) and the clock arriving at the first
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element of the observable delay-line (the driving clock). For the TDC to produce
a relevant signal, the initial delay-line has to be calibrated. If it is too small, then
the driving clock may propagate through the entire observable line. Conversely,
if it is too large, then the driving clock never reaches the observable line. In such
cases, the output signal will consist only of ‘1’ or ‘0’. Compared to RO-based
sensors, TDCs provide short sampling periods (usually one measurement per
clock cycle) and have a greater precision. However, their implementation requires
more hardware resources. Besides FPGA voltage drop attacks, TDC sensors
have been used to detect many different types of attacks targeting FPGAs,
such as laser and electromagnetic fault injection attacks [4, 6]. Therefore, their
performances and practical usability have been widely investigated.

2.3 Attack Detection Criteria

Existing work explores various uses of these sensors to detect voltage plundering
attacks. We classify them into two categories: methods based on static thresh-
olds [15, 21, 22, 25] and methods based on arithmetic calculations [9, 19]. Both
alm to sense steep changes in propagation times indicative of an ongoing volt-
age drop attack. Table 1 summarizes the main strong and weak points of each
detection method proposed in existing literature.

Table 1: Comparison of state-of-the-art attack detection methods.

Attack Detec- Location- Online Single Sensor Complexit Short Attack
tion Criteria Agnostic Detection Needed P 4 Detection
Static Thresh- X o
old [15, 22, 25]
\K/arla:tlbon 'from the X ? + + + ?
average value [19]
Accumulated Ham- 2
ming Distance [9] ) ++ X
Objectives of this work +

Static threshold method. Approaches based on static thresholds simply
use fixed limits at the output of the sensor, which detect an attack whenever
they are exceeded. This method is straightforward to implement. When used
with a TDC sensor, this method can detect attacks with a minimal delay of
just a few nanoseconds [22]. However, it has important limitations. The most
prevalent one is that the raw output value of the sensor can be affected by
several factors, making it unreliable in certain contexts. These factors include the
board’s manufacturing process, the location of the sensor within the fabric [19],
and the overall activity on the FPGA [23], which are difficult to predict in a
multi-tenant context. This method is henceforth very vulnerable against Process,
Voltage and Temperature (PVT) variations, which can lead to the detection of
false positives. More importantly, it assumes that the threshold is determined for
a pre-defined and unchangeable position on the FPGA, and for a known activity
level in neighboring locations. These limitations are more thoroughly studied
and demonstrated in Section 5.2.
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Arithmetic methods. Other literature endeavors make use of arithmetic
calculations to transform the plain output of the sensor into a metric that can
be exploited to detect attacks. In existing approaches, the main objective is to
infer the attacker’s localization by comparing the output of several sensors at
various positions in the fabric. In [19], RO-based sensors are used. The average
of each sensor’s output is computed over a long window of 500 ps. Its worst-case
output on a shorter window of 10ps is also registered. These two values are
compared to estimate the amount of variation of a sensor. A similar approach is
described in [9]. It uses TDC sensors, and relies on computing the accumulated
Hamming weight at the output of the sensor. Although the sensors themselves
are implemented on the FPGA, the authors propose computing the accumulated
Hamming distance offline. This makes this method difficult to evaluate for real-
time detection.

Although both of these arithmetic approaches suggest promising countermea-
sure strategies, they may not be suitable for attack detection on a multi-tenant
FPGA threat model. First, due to characteristics of the PDN, high switching
activity creates voltage fluctuations via two current biases. One is by resistance
(IR drop) and one is by impedance (di/dt drop). The IR drop produces effects
that last for several microseconds, but the di/dt part remains observable for a
matter of nanoseconds [5]. Therefore, a sampling period on the order of microsec-
onds, as described in [19], is not sufficient to detect all types of voltage drops.
In Section 5.1, we demonstrate that even nanosecond-scale voltage drops can
reliably cause timing faults in an Advanced Encryption Standard (AES) hard-
ware module. Another important caveat is that both detection methods rely on
storing a significant amount of measurements to compute long-term averages or
accumulations. The approach described in [19] involves storing the last 500 ps of
data, which represents 400 samples with a sampling period of 1.25 ps. In [9], the
accumulated Hamming weight is computed on the last 1024 sensor samples. The
large amount of retained data should make these methods resource-intensive.
However, information on their resource utilization is not provided.

Arithmetic approaches have also been used to counter other types of voltage-
related attacks. In [4], the average of the sensor readings on the last 8 clock
cycles is compared to its current cycle value to detect laser fault injection. The
authors demonstrate the efliciency of this method in detecting localized and
subtle variations in voltage over periods of a few dozen clock cycles, which are
typical of laser fault attacks. However, it does not fit the behaviour of the voltage
during voltage drop attacks, as described in Section 2.1, which produce steep
changes in the voltage observed by the TDC. Additionally, we found that non-
attacker hardware modules can provoke a significant background noise in the
voltage measurements reported by the TDC. This background noise would result
in false positives being detected by a system designed to sense subtle voltage
changes. In the context of a voltage drop induced by attacker circuits, there is a
need for a method that amplifies steep changes while negating the effect of noise
induced by surrounding benign modules.
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3 Proposed Lightweight and Dynamic Detection Method

The previous section outlines the limitations of existing detection methods.
This section describes our novel approach, which combines the advantages of
static threshold methods and arithmetic calculation methods. Specifically, our
approach does not assume a fixed baseline value (i.e., sensor output without at-
tack), which makes it location-agnostic and better suited to multi-tenant models
than static threshold methods. Additionally, it is based on a metric computed at
each clock cycle, enabling it to detect attacks lasting mere nanoseconds. Finally,
it does not rely on storing a large number of previous measurements. To achieve
this, we use a well-known and simple to implement metric: the variance of the
last T sensor samples, which we refer to as running variance.

3.1 Threat Model

To evaluate our countermeasure, we use the following threat model, summarized
in Figure 2. We consider an FPGA with several tenants, including two adjacent
areas: a malicious tenant controlled by the attacker, and a victim tenant where
the detection is implemented. The victim tenant does not fully control its loca-
tion on the FPGA. Therefore, the exact location of the sensor on the fabric is
unknown. The attacker does not have physical access to the target device. They
aim to create timing faults in one of the modules of the victim tenants. To achieve
this goal, they use attack circuits e.g., based on ROs or other power-hungry cir-
cuitry. We assume there is no offline detection for potential attack circuits which
could prevent their deployment. This is a realistic hypothesis given that new
works regularly demonstrate new circuits that can be used for voltage drop.
Countermeasures that rely on preventing the deployment of attack circuits must
be constantly updated to detect increasingly sophisticated attack circuits [2].
Without loss of generality, we use hardware AES encryption circuits to materi-
alize the victim. The goal of the attacker may be to compromise the integrity or
confidentiality, for instance through Differential Fault Analysis (DFA) [10].
Multi-Tenant FPGA

p , Shared Power
Attacker Delivery Network ‘

Tenant vy

] ~garop_ L ps. |
Attack -Victim
| | Circuits V/!\ Tenant |
Remote Attacker e

Detection
T T System

Fig. 2: Considered threat model.

3.2 Detection Method

We consider a sensor that at each clock cycle ¢ outputs an estimation of the
propagation time (i.e., supply voltage) v(t). This value depends on a constant
baseline level T (i.e., its average value without noise and attack), and a noise n(t)
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due to benign module activity and temperature conditions. We model the varia-
tion of voltage created by an attack with a gate function I1(¢). The propagation
time can then be modelled by the formula given in 1.

v(t) =0+ n(t) + I1(t) (1)

Our metric for attack detection is a running variance on the sensor output.
At the current cycle g, it gives the amount of voltage variation that occurred
during the last T clock cycles. It can be formulated as the difference between
each voltage value v; registered during the last T clock cycles and their average

value vp = % >, vt over the same period of time, as shows Equation 2.
to

V)= Y2 (o) - o) )

t=to—T

By replacing the v terms with our propagation model given in Equation 1, we
remove the average value ¥ from the computation. Indeed, if o7 ~ ¥ at the
current cycle to (i.e. when the average value during the last T' cycles is close to
the constant baseline), then the variance is only affected by noise and attacks,

as shows Equation 3.
to tO

Velto) = S (Fhn) + 10 —vr@) = Y w0+ 107 (3)

t=to—T t=to—=T

In practice, we use the formula given in Equation 4, which is equivalent to
the previous one, to compute the running variance. It is based on the average
voltage value E(v) over the time period T, and can be obtained by expanding
the squared term in Equation 2. Implementing this computation on an FPGA
is fairly simple and only uses additions, multiplications and bit-shifts as long as

T is a power of two.
t t

2
Vi(o,to) =Er(v?) - Br(w) = 5 3 v2<t>—T12< > v<t>> ()
T

t=tog—T t=to—

We also tried using Welford’s algorithm for the variance calculation method.
This is a widely used method for computing an on-the-fly approximation of the
variance [28]. We found that it requires around half the hardware resources, but
is less responsive to short voltage drops.

We define a detection threshold M as the maximum variance under normal
operating conditions, i.e. when no attack is occurring. With M high enough for
the noise to be negligible, this method can detect sudden voltage fluctuations
that could cause a fault without fault positives.

The only controllable parameter in this implementation is the window size T'.
This parameter is used to cancel the effect of noise and amplify steep variations.
However, the higher this parameter is, the more registers need to be implemented
to store previous states of v(t). This is the main trade-off of this variance detec-
tion system. As described above, variance is efficient at detecting attacks only
if 7 ~ v, i.e. if the average value during the last T cycles is approximately
equal to the baseline value, the value without an attack. As Figure 3a shows,
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Fig. 3: Simulated running variance evolution.

this condition is verified at the very beginning of an attack. In other words,
variance only detects steep changes in the voltage. However, it is theoretically
possible to craft an attack that slowly drops the voltage down to a faulting
point. If done stealthily enough, the average term vp(¢) rises slowly enough for

EE_T(v(t) —o7)? to be near zero. Figure 3b shows that a slow-rising attack
will not produce a significant result on the variance.

Nevertheless, we argue that such a slow-rising attack is hardly practical for
the attacker targeting a fault injection. Indeed, the exact timing of a fault pro-
voked by such an attack is too unpredictable for its use in well-known attack
schemes such as DFA. To perform such an attack on AES for example, it is nec-
essary to target a specific encryption round (i.e. a single clock cycle), which is a
level of precision a slow attack would struggle to achieve [10]. These slow attacks
can be countered by combining the variance-based system with a simple voltage
comparator that has a lower sampling period. This possibility is not investigated
in this article.

4 Experimental Setup

This section describes the methodology used to estimate the efficiency of our
variance-based detection scheme in real-time. To ensure its efficiency against at-
tacks representative of real-world scenarios, we propose implementing a fault in-
jection attack against a hardware AES module. This attack scheme is frequently
showcased in the literature [10, 15]. It will subsequently serve as a reference to
evaluate the success rate and latency of our detection method. All experiments
described henceforth are realized on the FPGA of a Zynq UltraScale+ ZCU104
board. We use the Vivado tools suite to design, implement and debug all circuits.

4.1 Victim Module

To test the ability of the reference attacks to provoke faults, without loss of gen-
erality, we use an open-source AES implementation [8]. It is not pipelined and
computes one AES round per clock cycle, taking 10 cycles for a full encryption.
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The maximum operating frequency of this module is determined by implement-
ing it on our board’s FPGA using different clock frequency constraints, with
steps of 25 MHz. For each frequency, we launch the module with known input
plaintext and cipher keys and compare the output ciphertext to the expected
result. A fault is considered to occur when the two values are not equal. Using
this method, we observe that timing faults systematically occur if the module
is run above 625 MHz, and don’t occur under 600 MHz. For the following tests,
we use a frequency of 550 MHz. This clock frequency is low enough for tim-
ing faults never to occur within normal operating conditions, even with some
non-intentional voltage fluctuations.

4.2 Attack Circuits

In this work, we use state-of-the art RO-based attack circuits comprising several
blocks of Enhanced Ring Oscillators (EROs), a type of ROs which produces volt-
age drops at a low cost in resources [11, 17]. It is considered to be the strongest
power waster and has been used to evaluate similar detection methods [22]. We
do not investigate other attack circuit types described in Section 2.1 as they are
all able to produce similar results from a voltage sensor standpoint, i.e. ample
voltage drops. The attack circuits we use are similar to those used in recent
ERO-based attacks [17]. As Figure 4 shows, individual EROs are grouped by
ngros to form ERO Blocks, which are themselves grouped in npjocrs to form
an FRO node. One ERO set comprises n,,4es ERO nodes. In all experiments
henceforth, we fix neqos = 10 and npjocks = 20 while ny4es changes for charac-
terization purposes. This structure enables the attack signal to propagate cleanly
and ensures that attack circuits are evenly placed.

ERO Set
< Dpodes >
ERO Node ERO
< Dplock > Node
ERO Block
ERO
<—IEROs—> ||Block

Fig. 4: Structure of the attack circuits.

In previous work, victim circuits are typically considered to run at a higher
frequency than the TDC- or RO-based countermeasure [15]. Therefore, we as-
sume that the attacker may also use high-frequency control circuits to produce
very short spikes in voltage. In all the following experiments, the attack circuit
uses the same clock frequency as the victim module, i.e. 550 MHz.

4.3 Detection Modules

To sense voltage drops generated by these attack circuits, we use a TDC sensor
alongside the variance-based detection metric described in Section 3.

TDC implementation. The main parameter of a TDC implementation is the
size of its observable chain. Previous work has used TDCs of varying sizes,
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namely 32 [9], 64 [25] and 512 bits [15]. A large observable chain allows for
the measurement of larger voltage variations, but linearly increases the number
of resources required. We use an intermediate length of 128 bits for the observ-
able chain in all subsequent experiments. Our board features 8-bit carry-chain
(CARRY8) primitives. This makes our sensor more fine-grained than those in some
previous works that used 4-bit (CARRY4) primitives [15] as the input clock signal
traverses 8 bits at a time between each net.

Hamming Weight computation. The raw output of the TDC is a 128-bit
value. This size makes it difficult to observe in real time. It can be simplified by
computing the Hamming weight of the TDC’s observation chain, as suggested
in previous work [9]. The measurements then use a compact and simple repre-
sentation that is better suited to calculating variance. Moreover, reduces sample
data from 128 bits to 8 bits, thereby making the overall calculations less costly
in terms of hardware resources. Thus, in all subsequent experiments, we use the
Hamming weight to represent the output of the TDC. It is simply implemented
by adding the value of all 128 bits of the sampling chain.

Time Window. As discussed in Section 3, the time window 7T is an important
parameter in our variance calculation method. To simplify divisions into bit-
shifts, it must be a power of two. Since higher values imply greater resource
usage, it should be as small as possible. We found that using T" = 4 provides
efficient detection, while using a value of 2 is less effective at distinguishing short
attacks from noise. Therefore, in all subsequent experiments, we will use a time
window of four samples.

Operating frequency. In our implementation, the entire detection system op-
erates at a frequency that differs from that of the attacker and victim modules.
Although TDC sensors are known to be suitable for high-frequency measure-
ment [20], we found during our experiments that using ours above 200 MHz pro-
duced increasingly noisy and unreliable measurements. Furthermore, the compu-
tation time of the variance is the main bottleneck of our detection system, taking
multiple cycles to execute. This aspect is discussed in depth in Section 5.5. Thus,
increasing this clock frequency is unlikely to significantly reduce the detection
delay as the variance will take about the same amount of time to compute,
but would increase the uncertainty of the measurement. Thus, in all upcoming
experiments, the detection system (TDC sensor, Hamming weight and variance
calculation) runs at 200 MHz while the victim AES module and the attack circuit
run at 550 MHz.

4.4 Evaluation Methodology

As explained in Section 2.3, detection schemes based on arithmetic calculations
use several sensors placed at various locations in the FPGA fabric. Thus, to
evaluate the location-agnostic nature of our detection method, we propose to
use three identical sensors at different locations, along with the associated de-
tection modules. Following the setup of similar work [15], we divide the attack
circuit in two portions, each containing half of the ERO nodes. The circuits are
synchronized by an attack control unit, which simply sends the enabling signal to
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a specified number of ERO nodes of both sets for a specified duration. Figure 5
summarizes all of the hardware modules we use in our experimental setup.

Lk 550MHz ————==myes — ‘
ERO Sets A
' : .| Encryption |

. Attacker Tenant! - -Victim Tenant'

TDC Hamming Running Detection >
Sensor ‘Weight Variance Threshold | ' A¢ttack Detection
Detection Modules Signal
clk20oMHz ! T J

Fig. 5: Modules used in the experimental setup.

4.5 Placement

Figure 6 shows the placement of all aforementioned modules on the FPGA fab-
ric. Using Xilinx development tools, we fixed the placement of the three sensors
one by one so that they were implemented in exactly the same way. During our
experiments, we discovered that even slight differences in their implementation
can result in completely different observed values. Sensors 0 and 1 are placed in
opposite corners of the same clock region, which constitutes the optimal place-
ment for attacker detection according to previous work [9], while Sensor 2 is
placed in a distant clock region. The two halves of the attack circuits are placed
around the sensor and the victim. We designed the attack circuit so that blocks
of an ERO node would not be placed next to one another, but rather uniformly
throughout the global ERO set. To extract measured data and manipulate our
hardware modules, we use debug hardware appliances provided by the Vivado
design suite, namely the Integrated Logic Analyzer (ILA) and Virtual Input-
Output (VIO) modules.

TDC Sensors
AES Victim
Debug Modules
Attack Circuit

~.. ~uu= Sensor 0

Sensor 1

Detection

(Hamming weight, Variance)

Fig. 6: Placement of hardware modules in the experimental setup.
(Rotated 90 degrees counterclockwise)

5 Experimental Results

In this section, we assess the efficiency of the proposed detection method against
voltage drop attacks in a real-time implementation, and compare these results
to similar work.
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5.1 Attack Characterization

As discussed in Section 2.3, one of the main caveats of existing detection meth-
ods based on arithmetic calculations is that they focus on long voltage drops
intended to cause DoS attacks. However, they have not been evaluated against
nanosecond-scale attacks that aim to provoke timing faults [9, 19], and might
not be efficient in this scenario. To ensure our detection method can reliably
detect the most transient attacks, we investigate the smallest possible attack
circuit size and duration that can cause faults in the victim circuit. To do so,
we run attack attempts while changing the number of activated ERO Nodes
and the number of clock cycles during which the attack circuit is active. As in
previous work, we use the percentage of LUTs used by the attack circuit as our
metric for characterising its size. We find that each node occupies 0.4 % of the
FPGA'’s total LUTs. We run one thousand attacks attempt for each amount of
LUTSs between 12% and 4 %. An attack attempt consists in activating the ERO
circuits for one to five clock cycles. A waiting period of one million clock cycles
is observed between each attempt to ensure that the attempts are independent
of each other. We define an attack as successful if it produces at least one fault
during the AES encryption. The number of successful attacks is measured and
compared to the total number of attempts. The results of this experiment are
reported in Figure 7. We were not able to observe any successful fault for circuits
that occupy 2 % of the LUTSs or less. These results show that even very short at-
tacks with small attack circuit size can provoke faults. However, the success rate
of some combinations is very low. In particular, single-cycle attacks show poor
results below 8 % LUTs. We observed during these experiments that the attack
duration is much more impactful on the fault probability than the attacker size,
but it also provokes a bigger variation on the TDC output value.
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Fig. 7: Fault probabilities with different attack parameters.

Considering these results, it appears that an attack that uses 8 % of the LUTs
(i.e. 20 active ERO nodes) and lasts for 1 clock cycle at 550 MHz (i.e. 1.82ns)
is a good reference point. It reliably faults the victim AES module, with 80 %
measured success rate. We note that this attack is much faster than an AES
encryption cycle, which is 14.3ns (i.e. 10 clock cycles), making it very suitable
for DFA. In the following sections of this article, we designate this configuration
as the reference short attack. In addition to this short attack, we also define a
normal attack, closer to what is used in similar work [15]. It uses 34 active nodes,
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i.e. 13.6% of the total LUTs of the FPGA, and is active for 100 clock cycles.
Using both the short and normal attacks to evaluate our countermeasure ensures
that it can detect various voltage drop attack patterns. Table 2 summarizes the
parameters used for our reference attacks.

Table 2: Summary of the parameters used for the reference attacks.

Reference attack|Attack circuit frequency Active duration % of LUTSs used
Normal attack 550 MHz 100 clock cycles (182ns)|14 % (34 ERO Nodes)
Short attack 550 MHz 1 clock cycle (1.82ns) | 8% (20 ERO nodes)

5.2 Limitations of the Static Threshold Method

Before delving into the results obtained with the variance metric, we first con-
sider the direct readings of the sensor represented by the output of the Ham-
ming weight modules. As stated in Section 2.3, most countermeasures simply
use a static threshold on the output of the sensor as their main detection cri-
terion. However, our experiments show that this direct reading is not suitable
in multi-tenant contexts, as the location of the sensor on the fabric is not fully
controllable. Figure 8 shows the baseline value of each of the three sensors, as
well as their maximum value under the reference normal attack. Each sensor’s
baseline value is far apart from the others, and the attack produces roughly the
same outline on the three of them. The intensity of the variation displayed by
the three sensors is not the same due to the non-linear properties of the TDC,
and because the attack can cause them to reach the minimum (0) or maximum
(127) observable values.

Max: 127 X%
120 St 1
Baseline: 107 | I S
100 - Max: 105-7\‘“‘ f--- B
80| Max: 81%| 2

60 |- Baseline: 69

largeTDC Hamming Weight
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Fig.8: Output of the three TDC sensors during the reference normal attack.

These results demonstrate that the static threshold method is effective only
if the baseline value of the TDC is known and fixed at a pre-determined loca-
tion. For instance, Figure 8 shows that Sensor 0’s under-attack value is close to
Sensor 1’s baseline value. Therefore, if the threshold configured for the former
is used at the latter’s location, false positives will be detected. Conversely, if
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Sensor 1’s threshold is used at Sensor 0’s location, it may not detect attacks as
the under-attack value will not exceed the baseline as much as it should. We
note that both sensors are placed in the same clock region, as Figure 6. These
results emphasise the importance of using a location-agnostic metric for detect-
ing voltage drop attacks in a multi-tenant context where the relative position of
the attacker tenant and the sensor may not be pre-determined.

5.3 Noise Characterization

Most of the dynamic countermeasures against voltage drop attacks in FPGAs are
based on deactivating or removing attack circuits [9, 19, 22]. Therefore, detecting
false positives can lead to negative impacts on benign modules. We propose to
investigate voltage variations provoked in a scenario where the victim tenant
generates a significant amount of activity. This information will be useful to
determine a relevant value for our detection threshold M that has a low chance
of provoking the detection of false positives. To the best of our knowledge, no
similar work (7.e. methods presented in Section 2.3) has studied this possibility.

The setup used in this experiment is shown in Figure 9. Two AES modules
are placed respectively at the top and at the bottom of the sensor’s observable
carry-chain, i.e. at the closest possible position to the TDC sensor. The experi-
ment consists in simultaneously activating and deactivating them using a reset
input. When activated, the AES modules use the generated ciphertext as their
input plaintext to simulate random input values, thereby ensuring maximum
commutation.

TDC Sensor

AES Noise Generators
B Debug Modules
Bl Detection

(Hamming weight, Variance)

Fig.9: Placement of hardware modules in the noise characterization experiment.
(Rotated 90 degrees counterclockwise)

Figure 10 summarizes the results of this experiment. The baseline value shifts
by a constant value when noise is active, as shown in Figure 10a. This is likely
caused by resistive components of the PDN, with a higher current load causing
a higher average voltage level. In addition to this resistive shift, a low-frequency
noise can be seen whether or not the AES modules are activated. This is likely
a Simultaneous Switching Noise (SSN) that’s due to imperfections in the PDN’s
bypass capacitors. We empirically found the oscillation frequency of this noise
to be around 800kHz in our experiments. Its value is mainly related to the
resonant frequency of the PDN [3]. Thus, noise caused by activity near the
sensor can mostly be separated in two components: a constant resistive shift,
and a low-frequency sine-shaped voltage ripple. Further experiments were carried
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Fig. 10: Results of the noise characterization experiment.

increasing the number of AES modules used to generate noise, but this didn’t
lead to an observable significant increase in the resistive shift or the SSN, likely
because the additional AES modules could not be placed in the same clock region
as the sensor due to resource constraints. Thus, it appears difficult to produce
more noise than that shown in Figure 10. As shows Figure 10b, the resistive shift
occurs immediately upon activation of the noise modules. It produces a steep
voltage variation and significantly affects the variance. This resistive shift is the
only aspect of the noise that significantly affects the variance. We investigated its
effect by collecting data from 50 activations of the noise modules and observing
the maximum value of the variance during this activation. Figure 10c shows the
results of this experiment. Out of 50 trials, we observed only 3 occurrences of
the variance’s output going above 50, the highest value being 55.

5.4 Threshold Determination

As in previous work, the detection threshold is based on the observation of typical
values without and under attack [25]. We note that, unlike static threshold-based
methods, this characterisation only needs to be performed once. While we only
consider Sensor 1 for this characterization, our detection threshold M should
remain valid for other locations on the FPGA. We verify this hypothesis in
Section 5.6.

Figure 11 shows measurements done during the reference normal and short
attacks. As expected from the theoretical considerations described in Section 3,
the variance only increases at the beginning of the attack. During an attack, the
variance typically rises above 500, which is about ten times its maximum value
in a noisy environment without an attack, as discussed in Section 5.3.

However, as can be seen in Figure 11b, it takes several cycles for the variance
to reach its maximum value. To investigate this phenomenon further, we run 100
short attacks and observe the first value taken by the variance after the attack
starts. The results of these measurements are reported in Figure 12a. These tests
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M = 64 is exceeded.

show that, after the attack starts, the first value that the variance takes can be
sorted into two groups. We found that this is highly correlated with detection
delay: attacks detected sooner tend to have a smaller effect on the variance at the
clock cycle at which they are detected. In our tests, this situation occurred ap-
proximately once in every three measurements (35 % of occurrences). Figure 11b
shows a concrete example of this behaviour. Investigating the lowest value the
variance takes in such cases, Figure 12b zooms on the group of measurements
with the lowest variance. The distribution of the values does not appear to follow
a standard probability law. The lowest observed value in these tests is 73.

In summary, we found that activity generated by a legitimate circuit can
increase the variance to 55, whereas the initial variance value after an attack
begins is 73. Therefore, we propose using the intermediate value M = 64. This
value should detect all attacks in the shortest possible time without producing
false positives. We emphasise that the scenario considered in Section 5.3 is an
extreme case, as it involves enabling and disabling entire hardware modules as
close as possible to the sensor. Therefore, it is unlikely that a real-world use case
will generate as much, or even more, variation in the voltage. Thus, it is unlikely
that false positives will be detected.
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5.5 Detection Delay and Success Rate

Figure 12c shows the delay from the start of the attack to the moment the vari-
ance exceeds M. The data used consists of the 100 attack samples that were
used in Section 5.4. Results show that the observed delay ranges from 9 to 13
clock cycles at 550 MHz. During attack characterization, we found that a timing
fault typically occurs in the victim AES module in the 1 to 5 cycles following
the start of the attack. Therefore, it is unlikely that the variance-based method
is able to detect an attack before a fault occurs. However, amongst the other de-
tection methods based on arithmetic calculations, [19] has a significantly slower
detection time of 1.25pns. The other approach based on accumulated Hamming
distance is based on off-line calculations, which haven’t been evaluated in real-
time [9]. Furthermore, previous work shows that there is currently no method of
attacker deactivation or victim protection that can be activated before a fault
occurs [9, 22]. Consequently, most countermeasures either rely on rollback mech-
anisms for the victim modules [15] or focus solely on voltage drop attacks that
cause the entire board to crash. Indeed, while a fault takes about 1ns to occur
after the attack starts, a crash requires the attack circuit to be active for more
than 1ps with the same attack circuit size [22].

To compute the detection rate of the variance countermeasure, we run 32k
short attacks and the same amount of normal attacks, with a waiting delay
of one million clock cycles between each attack to ensure no residual state is
left from an attack to the next one. We found that our detection method, at
each sensor, successfully detected all attacks with the threshold value of M = 64
defined experimentally. As shown in Figure 11 for Sensor 1, the variance typically
increases to more than 50 during an attack, demonstrating that the variance
metric is highly effective in highlighting abnormal behaviours, and is a very
reliable indicator overall.

5.6 Impact of the Sensor Location on the Running Variance

In Section 5.2, we demonstrated that static thresholds at the sensors’ output
are not suitable for use cases involving various sensors at different locations
within the FPGA. To demonstrate the efficiency of our approach in such con-
texts, we study how the running variance behaves under the same conditions.
Figure 13 shows the raw output of the hamming weight and the evolution of
the variance under the reference short attack, from the same attack attempt as
the one shown in Figure 8. Despite the Hamming weight baseline values being
very different from each other, and being at the edge of the observable window,
the variance goes far above M if and only if an attack is ongoing. These results
confirm that our approach removes the need for on-site determination for the
detection threshold, in cases where many sensors are deployed on a board. It
also shows that variance can detect attacks reliably even if the TDC sensor is
poorly calibrated, as long as the signal is within the observable window. Finally,
it proves that the value of M, which was determined for Sensor 1, is also valid
for other sensor locations.
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5.7 Resource Utilization

Unfortunately, the resource utilization of similar detection schemes based on
arithmetic calculations is not known [9, 19]. Therefore, a fully quantitative com-
parison is not possible. However, the aforementioned approaches rely on mem-
orizing hundreds of precedent sensor measurements to compute long-term met-
rics. Meanwhile, the calculation of the running variance only uses the last four
measurements. Furthermore, simplifying the TDC outputs using the Hamming
weight enables the running variance to be computed using 8-bit values. Table 3
provides details on resource usage for each module of this countermeasure. The
variance calculation logic is the largest contributor, requiring a large portion of
the total LUTSs used by the detection module overall, and one Digital Signal
Processing (DSP) block. However, the sensor itself uses half of the total carry-
chain elements and most of the registers. Therefore, compared to using a single
sensor with a static threshold, the variance-based method is in the same order
of magnitude in terms of resource usage.

Table 3: Resources needed for a single sensor using the variance countermeasure.

Module LUTs (%) |[CARRYS8 (%) |Registers (%)| DSP (%)
TDC sensor 32 (0.01) 16 (0.06) 128 (0.02) 0
Hamming weight| 148 (0.06) 1 (< 0.01) 8 (< 0.01) 0
Variance 289 (0.13) 34 (0.12) 48 (0.01) 1 (0.06)
Adder (M) 8 (0.01) 1(<001) | 1(<001) 0
Total 477 (0.18%)| 52 (0.18%) | 185 (0.03%) |1 (0.06 %)

As stated in Section 4.3, this implementation of our detection method uses
a fairly large TDC, with 128 observable bits, compared to some of the previous
work which has used 32 [9] or 64 [25]. Since the calculation logic scales with
the size of the TDC, using a lighter sensor would linearly decrease the overall
resource usage for each module. This decision was mostly driven by the location-
agnostic requirement of our detection scheme. Indeed, as shows Section 5.2, using
a smaller TDC could lead to signals becoming non-observable, with the output
of the TDC being stuck at the minimal or maximal value.
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5.8 Results Summary

As stated in Section 3, we aimed to design a detection method that meets the
specific needs of FPGA multi-tenancy, able to detect nanosecond-scale fault
attack attempts using a relatively lightweight implementation with regard to
sensor size. In the previous section, we proved using experimental data that
the variance-based scheme is compliant with these requirements. Table 4 shows
a comparison of our implementation with previous work. As discussed in Sec-
tions 5.5 and 5.7, methods based on static thresholds outperform in terms of
detection delay and resource utilization, with single-cycle detection and only a
few LUTSs used outside of the sensor itself. However, we showed in Section 5.2
that this approach is not suitable for multi-tenant schemes where the location
of the sensor is not known and multiple sensors may be required for a single
tenant. Detection schemes based on arithmetic calculations are comparable to
ours in terms of use case, as they also propose location-agnostic methods. Un-
fortunately, the lack of information on resource usage and detection time of
these approaches does not allow for a fully quantitative comparison. As demon-
strated in Section 5.5, our implementation provides a worst-case detection time
of 23.6ns, which is about the same duration of one AES encryption cycle. In
addition, we proved in Section 5.1 that the shortest possible attacks, which are
enabled for a single clock cycle, are successfully detected by our method. This is
mostly due to the sampling period of our method being the shortest achievable,
i.e one clock cycle. Regarding resource utilization, Section 5.7 shows that hard-
ware resources required for the variance calculation are similar to those of the
TDC sensor itself, constituting a moderate resource usage. Compared to existing
methods, our approach eliminates the need to store numerous previous sensor
measurements to compute long-term metrics. Using Hamming weight to simplify
the measurements also reduces the word size. These improvements greatly re-
duce the required input data size of our calculations. In the absence of explicit
resource usage, this metric provides quantitative insights into the resource usage
of existing detection schemes.

Table 4: Comparison between existing detection methods [9, 19] and this work.

Attack Detec- Location- | MaX: Delay| Sampling Period | Input Data Size (bits) Total Resource
e e Acmostic Until  |(Green highlight: can|  (Nb. Stored Measure- il
Detection | detect short attacks) ments x Word Size)
Static Thresh- ) .
olds (200 Mhz) X 5ns 5ns 64 (64 x 1) TDC Sensor + 8 LUTs
Variation from the 1.25ps 1.25 ps 3200 (400 x 8) Not Evaluated
average value [19]
Accumulated Ham- N/A N/A 65536 (1024 x 64) Not Evaluated
ming Distance [9] /
TDC Sensor + 234 LUTs
This work 23.6ns 5ns 32 (4 x 8) + 15 CARRY8 + 46 Reg-
isters + 1 DSP

6 Conclusion

This article describes the design and implementation of a novel detection scheme
for voltage drop attacks on multi-tenant FPGAs. Through FPGA-based imple-
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mentation results measured in real-time, we prove the efficiency of our metric
based on running variance in conditions where existing countermeasures based
on static thresholds would be inefficient. Unlike similar detection systems that
rely on arithmetic calculations, we evaluated it against short voltage drops de-
signed to provoke timing faults. We also eliminate the need to rely on the storage
of hundreds of precedent measurements, making our approach lightweight com-
pared to previous work. Finally, we consider the impact of noise caused by benign
modules in order to determine an appropriate value for our detection threshold
M and minimise the likelihood of false positives. We emphasize the complemen-
tary nature of our detection method with existing countermeasure schemes for
attacker deactivation [9, 22], and to mitigate the impact of faults on the victim
device [15, 21]. Because it is location-agnostic and fairly lightweight in resource
usage, multiple instances of the variance-based detection module can be placed
at various locations in the FPGA to infer the location of the attacker following
the methods described in previous work [9, 19]. This will be considered in future
work.

Further possible leads for future work, to further improve the use of our detec-
tion method in efficient countermeasures, include characterizing it in other attack
scenarios. Although all existing attack circuits for voltage drop attacks produce a
similar voltage drop, our detection metric requires to be studied against attacks
based on memory collisions and other primitives than ROs [1]. Furthermore, re-
cent work shows advanced attack schemes that take advantage of the resonant
frequency of the PDN, and activate the attack circuits fraction per fraction, us-
ing a method called staggering. The effectiveness of our detection scheme against
these advanced attacks is still to be evaluated, though these attacks should pro-
duce a similar voltage drop to those considered in this article. Another lead for
future work is investigating the use of other voltage sensors than TDCs or ROs.
Indeed, the TDC itself is the main bottleneck of most countermeasure schemes.
Although its sampling period is short, it is still long compared to the time it
takes for an attacker to provoke a voltage drop. The use of optimized TDC
implementations [20] for attack detection will be investigated in future work.
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