
SecäÌ�Ú� °x C°¥Ê�e� S°xÚýaÌe
H°ý Ú° M°üe xÌ°¥ C�aÌacÚeÌ�Ñ�§y Ú�e Faä�Ú ExxecÚÑ Ú° E�Ê�°�ÚaÚ�°§‡

Gä���aä¥e B°äxxaÌd

C°․�°�§Ú ý°Ì� ý�Ú�` A�e�a§dÌe I°°ÑÑ a§d T�°¥aÑ TÌ°äc���§e

Aye§ce §aÚ�°§a�e de �a ÑgcäÌ�Úg deÑ Ñ�ÑÚf¥eÑ dť�§x°Ì¥aÚ�°§
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Faä�Ú I§�ecÚ�°§ AÚÚac�Ñ` ExxecÚÑ °§ S°xÚýaÌe

S0 S1 Si

Si+1 Sn−1 Sn

Si Sn Sn
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Faä�Ú I§�ecÚ�°§ AÚÚac�Ñ` ExxecÚÑ °§ S°xÚýaÌe

S0 S1 Si

Si+1 Sn−1 Sn

S′i+1
S′n−1 S′n

�
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Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^
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Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^
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Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^
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Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^
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Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^
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Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^

EäÌ°Êea§ C�beÌ Wee� ⁜⁚⁜⁝‰ BITFLIP ⁜⁚⁜⁝‰ ⁜⁜ §°üe¥beÌ ⁜⁚⁜⁝ ⁝ ⁎ ⁜⁝



Sce§aÌ�° °x a Faä�Ú I§�ecÚ�°§ AÚÚac�

SecäÌ�Ú� a§a��Ñ�Ñ °x sudo TÌ°⁜⁛_ ITB⁜⁝^

Faä�Ú
¥°de�Ñ

AÚÚac�
ÊaÚ�Ñ

E�Ê�°�ÚaÚ�°§

Target component

Fault injection medium

Binary/Source-code

C�aÌacÚeÌ�ÑaÚ�°§ A§a��Ñ�Ñ E�Ê�°�ÚaÚ�°§

C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�eÑ`
FÌ°¥ Ñ°xÚýaÌe POV` T̂ TÌ°äc���§eťÑ
P�D T�eÑ�Ñ TÌ°⁜⁛^

FÌ°¥ �aÌdýaÌe �°y�c` A^ MaÌ°ÚÚaťÑ
P�D T�eÑ�Ñ MaÌ^
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Faä�Ú I§�ecÚ�°§ AÚÚac�Ñ

T° Ñäcced a Faä�Ú I§�ecÚ�°§  FI aÚÚac�_ °§e §eed Ú°`

K§°ý ý�eÌe aÚÚac�Ñ‡ ⇒ FI ¥ed�ä¥  x_ y_ z_ θ Ê°Ñ�Ú�°§ °§ Ú�e ÚaÌyeÚ c°¥Ê°§e§Úa

K§°ý �°ý aÚÚac�Ñ‡ ⇒ FI ¥ed�ä¥ ÊaÌa¥eÚeÌÑa

K§°ý ý�e§ aÚÚac�Ñ‡ ⇒ T�¥e t Ú° c°§xäÑe ÚaÌyeÚ ÊÌ°yÌa¥^
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Faä�Ú I§�ecÚ�°§ AÚÚac�Ñ (c°§Ú^)

⁛ W�eÌe‡⁎H°ý‡` C�aÌacÚeÌ��e Ú�e Ñe§Ñ�Ú�ü�Ú� °x Ú�e ÚaÌyeÚ c°¥Ê°§e§Ú Ú° a xaä�Ú
¥ed�ä¥ TBC⁜⁛_ PHB+⁛

⁜ W�e§‡` TÌa§ÑxeÌ Ú��Ñ Ñe§Ñ�Ú�ü�Ú� Ú° a ÚaÌyeÚ aÊÊ��caÚ�°§ GHHR⁜⁝_ DäÌ⁛

⁝ C°§däcÚ�§y a§ aÚÚac� Ú�Ì°äy� e�Ê�°�ÚaÚ�°§ WeÌ⁜⁜_ TBE+⁜⁛

Ca§ °§e deÚeÌ¥�§e ý�e§ Ú° �§däce a xaä�Ú �§ a c°¥Ê�e� Ñ°xÚýaÌe b� c�aÌacÚeÌ���§y
 ý�eÌe⁎�°ý Ú�e exxecÚ °x a xaä�Ú‡

TaÌyeÚ` T�e sudo aÊÊ��caÚ�°§ °§ a RaÑÊbeÌÌ� P� ⁞ Ìä§§�§y Ú�e RaÑÊbeÌÌ� P� OS⁛  deÌ�üed xÌ°¥

Deb�a§^

⁛See` https://www.raspberrypi.com/software/
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Faä�Ú I§�ecÚ�°§ AÚÚac�Ñ (c°§Ú^)

⁛ W�eÌe‡⁎H°ý‡` C�aÌacÚeÌ��e Ú�e Ñe§Ñ�Ú�ü�Ú� °x Ú�e ÚaÌyeÚ c°¥Ê°§e§Ú Ú° a xaä�Ú
¥ed�ä¥ TBC⁜⁛_ PHB+⁛

⁜ W�e§‡` TÌa§ÑxeÌ Ú��Ñ Ñe§Ñ�Ú�ü�Ú� Ú° a ÚaÌyeÚ aÊÊ��caÚ�°§ GHHR⁜⁝_ DäÌ⁛

⁝ C°§däcÚ�§y a§ aÚÚac� Ú�Ì°äy� e�Ê�°�ÚaÚ�°§ WeÌ⁜⁜_ TBE+⁜⁛

Ca§ °§e deÚeÌ¥�§e ý�e§ Ú° �§däce a xaä�Ú �§ a c°¥Ê�e� Ñ°xÚýaÌe b� c�aÌacÚeÌ���§y
 ý�eÌe⁎�°ý Ú�e exxecÚ °x a xaä�Ú‡

TaÌyeÚ` T�e sudo aÊÊ��caÚ�°§ °§ a RaÑÊbeÌÌ� P� ⁞ Ìä§§�§y Ú�e RaÑÊbeÌÌ� P� OS⁛  deÌ�üed xÌ°¥

Deb�a§^

⁛See` https://www.raspberrypi.com/software/
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Faä�Ú I§�ecÚ�°§ AÚÚac�Ñ (c°§Ú^)

⁛ W�eÌe‡⁎H°ý‡` C�aÌacÚeÌ��e Ú�e Ñe§Ñ�Ú�ü�Ú� °x Ú�e ÚaÌyeÚ c°¥Ê°§e§Ú Ú° a xaä�Ú
¥ed�ä¥ TBC⁜⁛_ PHB+⁛

⁜ W�e§‡` TÌa§ÑxeÌ Ú��Ñ Ñe§Ñ�Ú�ü�Ú� Ú° a ÚaÌyeÚ aÊÊ��caÚ�°§ GHHR⁜⁝_ DäÌ⁛

⁝ C°§däcÚ�§y a§ aÚÚac� Ú�Ì°äy� e�Ê�°�ÚaÚ�°§ WeÌ⁜⁜_ TBE+⁜⁛

Ca§ °§e deÚeÌ¥�§e ý�e§ Ú° �§däce a xaä�Ú �§ a c°¥Ê�e� Ñ°xÚýaÌe b� c�aÌacÚeÌ���§y
 ý�eÌe⁎�°ý Ú�e exxecÚ °x a xaä�Ú‡

TaÌyeÚ` T�e sudo aÊÊ��caÚ�°§ °§ a RaÑÊbeÌÌ� P� ⁞ Ìä§§�§y Ú�e RaÑÊbeÌÌ� P� OS⁛  deÌ�üed xÌ°¥

Deb�a§^

⁛See` https://www.raspberrypi.com/software/
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1^ C�aÌacÚeÌ�ÑaÚ�°§
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A§a��Ñ�Ñ °x xaä�Ú exxecÚÑ °§ a c°¥Ê�e� CPU [TÌ°21]

DäÌ�§y a xaä�Ú_ aÚ �eaÑÚ °§e ¥�cÌ°aÌc��ÚecÚäÌe b�°c� �Ñ d�ÑÚäÌbed^

M°däÑ OÊeÌa§d�

A ÚeÑÚ ÊÌ°yÌa¥ �Ñ xaä�Úed däÌ�§y �ÚÑ e�ecäÚ�°§^

Faä�Ú d�xxeÌe§Ú ÚeÑÚ ÊÌ°yÌa¥Ñ Ú° yaÚ�eÌ �§x°Ì¥aÚ�°§ °§ Ú�e be�aü�°Ì °x
¥�cÌ°aÌc��ÚecÚäÌa� b�°c�Ñ^

EäÌ°Êea§ C�beÌ Wee� ⁜⁚⁜⁝‰ BITFLIP ⁜⁚⁜⁝‰ ⁜⁜ §°üe¥beÌ ⁜⁚⁜⁝  ⁎ ⁜⁝



A§a��Ñ�Ñ °x xaä�Ú exxecÚÑ °§ a c°¥Ê�e� CPU [TÌ°21]

DäÌ�§y a xaä�Ú_ aÚ �eaÑÚ °§e ¥�cÌ°aÌc��ÚecÚäÌe b�°c� �Ñ d�ÑÚäÌbed^

M°däÑ OÊeÌa§d�

A ÚeÑÚ ÊÌ°yÌa¥ �Ñ xaä�Úed däÌ�§y �ÚÑ e�ecäÚ�°§^

Faä�Ú d�xxeÌe§Ú ÚeÑÚ ÊÌ°yÌa¥Ñ Ú° yaÚ�eÌ �§x°Ì¥aÚ�°§ °§ Ú�e be�aü�°Ì °x
¥�cÌ°aÌc��ÚecÚäÌa� b�°c�Ñ^
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A§a��Ñ�Ñ °x xaä�Ú exxecÚÑ °§ a c°¥Ê�e� CPU [TÌ°21]

ISA

M�cÌ°․AÌc��ÚecÚäÌe

Faä�Ú� PÌ°yÌa¥

Faä�Úed DaÚa

Rey�ÑÚeÌÑ Me¥°Ì�

MMU BäÑ Cac�e

Faä�Úed I§ÑÚÌäcÚ�°§Ñ

P�Êe��§e

Dec°de E�ecäÚe

Me¥°Ì�

FeÚc� BäÑ Cac�e MMU
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C�aÌacÚeÌ�ÑaÚ�°§ aÊÊÌ°ac�

TeÑÚ ÊÌ°yÌa¥ 1

orr r4, r4;
/*
* Arbitrary number
* of repetitions
*/
orr r4, r4;
TeÑÚ ÊÌ°yÌa¥ 2

and r4, r4, #255;
/*
* Arbitrary number
* of repetitions
*/
and r4, r4, #255;

Tab�e` I§�Ú�a� üa�äeÑ °x Ú�e Ìey�ÑÚeÌÑ^

Rey�ÑÚeÌ
I§�Ú�a� üa�äe x°Ì I§�Ú�a� üa�äe x°Ì

ORR R4, R4 ÌeÊeÚ�Ú�°§ AND R4, #255 ÌeÊeÚ�Ú�°§
Ì⁚ 0xFFFE0001 0xFFFE0001
Ì⁛ 0xFFFD0002 0xFFFD0002
Ì⁜ 0xFFFB0004 0xFFFB0004
Ì⁝ 0xFFF70008 0x000000FF
Ì⁞ 0xFFEF0010 0xFFEF0010
Ì  0xFFDF0020 0xFFDF0020
Ì 0xFFBF0040 0xFFBF0040
Ì 0xFF7F0080 0xFF7F0080
Ì 0xFEFF0100 0xFEFF0100
Ì 0xFDFF0200 0xFDFF0200
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TeÑÚ Be§c�
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Se§Ñ�Ú�ü�Ú� MaÊ a§d ReÑä�ÚÑ

⁚   ⁛⁚ ⁛  ⁜⁚ ⁜  ⁝⁚ ⁝  ⁞⁚

EMFI ÊÌ°be � Ê°Ñ�Ú�°§ °§ Ú�e ÚaÌyeÚ

⁚

 

⁛⁚

⁛ 

⁜⁚

⁜ 

⁝⁚

⁝ 

⁞⁚

E
M
F
I
Ê
Ì°
b
e
�
Ê
°
Ñ�
Ú�
°
§
°
§
Ú�
e
Úa
Ìy
e
Ú

Reb°°Ú

U§�§°ý§

OÌ ý�Ú� a§°Ú�eÌ °bÑeÌüed üa�äe

A§°Ú�eÌ °bÑeÌüed üa�äe

OÌ ý�Ú� Úý° °Ú�eÌ °bÑeÌüed üa�äeÑ

F�yäÌe` ORR R4, R4

⁚   ⁛⁚ ⁛  ⁜⁚ ⁜  ⁝⁚ ⁝  ⁞⁚

EMFI ÊÌ°be � Ê°Ñ�Ú�°§ °§ Ú�e ÚaÌyeÚ

⁚

 

⁛⁚

⁛ 

⁜⁚

⁜ 

⁝⁚

⁝ 

⁞⁚

E
M
F
I
Ê
Ì°
b
e
�
Ê
°
Ñ�
Ú�
°
§
°
§
Ú�
e
Úa
Ìy
e
Ú

Reb°°Ú

U§�§°ý§

B�Ú ÌeÑeÚ

OÚ�eÌ üa�äe °bÑeÌüed

B�§aÌ� �exÚ Ñ��xÚ b� ⁞

B�§aÌ� �exÚ Ñ��xÚ b� 

F�yäÌe` AND R4, R4, #255

SeÚÚ�§y Ú�e  �eaÑÚ Ñ�y§�x�ca§Ú b�ÚÑ Ú° ⁚ �§ Ú�e e�ecäÚed �§ÑÚÌäcÚ�°§Ñ^
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Se§Ñ�Ú�ü�Ú� MaÊ a§d ReÑä�ÚÑ

⁚   ⁛⁚ ⁛  ⁜⁚ ⁜  ⁝⁚ ⁝  ⁞⁚

EMFI ÊÌ°be � Ê°Ñ�Ú�°§ °§ Ú�e ÚaÌyeÚ

⁚

 

⁛⁚

⁛ 

⁜⁚

⁜ 

⁝⁚

⁝ 

⁞⁚

E
M
F
I
Ê
Ì°
b
e
�
Ê
°
Ñ�
Ú�
°
§
°
§
Ú�
e
Úa
Ìy
e
Ú

Reb°°Ú

U§�§°ý§

OÌ ý�Ú� a§°Ú�eÌ °bÑeÌüed üa�äe

A§°Ú�eÌ °bÑeÌüed üa�äe

OÌ ý�Ú� Úý° °Ú�eÌ °bÑeÌüed üa�äeÑ

F�yäÌe` ORR R4, R4

⁚   ⁛⁚ ⁛  ⁜⁚ ⁜  ⁝⁚ ⁝  ⁞⁚

EMFI ÊÌ°be � Ê°Ñ�Ú�°§ °§ Ú�e ÚaÌyeÚ

⁚

 

⁛⁚

⁛ 

⁜⁚

⁜ 

⁝⁚

⁝ 

⁞⁚

E
M
F
I
Ê
Ì°
b
e
�
Ê
°
Ñ�
Ú�
°
§
°
§
Ú�
e
Úa
Ìy
e
Ú

Reb°°Ú

U§�§°ý§

B�Ú ÌeÑeÚ

OÚ�eÌ üa�äe °bÑeÌüed

B�§aÌ� �exÚ Ñ��xÚ b� ⁞

B�§aÌ� �exÚ Ñ��xÚ b� 

F�yäÌe` AND R4, R4, #255

+ SeÚÚ�§y Ú�e  �eaÑÚ Ñ�y§�x�ca§Ú b�ÚÑ Ú° ⁚ �§ Ú�e e�ecäÚed �§ÑÚÌäcÚ�°§Ñ^
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2^ Faä�Ú M°de� TÌa§ÑÊ°Ñ�Ú�°§
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Faä�Ú M°de� TÌa§ÑÊ°Ñ�Ú�°§

S�¥ä�aÚ�°§ G°a�` DeÚeÌ¥�§e ý�e§ Ú° �§�ecÚ Ú�e xaä�Ú �§Ú° Ú�e e�ecäÚ�°§ x�°ý Ú° ac��eüe a
deÑ�Ìed exxecÚ^ We x°cäÑ °§ Ñ�¥Ê�e xaä�Ú^
TaÌyeÚ` B�§aÌ� sudo xÌ°¥ RaÑÊbeÌÌ� P� OS⁜  baÑed °§ Deb�a§

AäÚ�e§Ú�caÚ�°§ Ìä�eÑ �§ /etc/pam.d/common-auth
# here are the per-package modules (the "Primary" block)
auth [success=1 default=ignore] pam_unix.so nullok
# here's the fallback if no module succeeds
auth requisite pam_deny.so

sudo ca��Ñ PAM_ ý��c� äÑeÑ Ú�e pam_unix.so¥°dä�e^

⁜https://downloads.raspberrypi.org/raspios_lite_armhf/images/raspios_lite_armhf-2022-09-26/
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Faä�Ú M°de� TÌa§ÑÊ°Ñ�Ú�°§

S�¥ä�aÚ�°§ G°a�` DeÚeÌ¥�§e ý�e§ Ú° �§�ecÚ Ú�e xaä�Ú �§Ú° Ú�e e�ecäÚ�°§ x�°ý Ú° ac��eüe a
deÑ�Ìed exxecÚ^ We x°cäÑ °§ Ñ�¥Ê�e xaä�Ú^
TaÌyeÚ` B�§aÌ� sudo xÌ°¥ RaÑÊbeÌÌ� P� OS⁜  baÑed °§ Deb�a§

AäÚ�e§Ú�caÚ�°§ Ìä�eÑ �§ /etc/pam.d/common-auth
# here are the per-package modules (the "Primary" block)
auth [success=1 default=ignore] pam_unix.so nullok
# here's the fallback if no module succeeds
auth requisite pam_deny.so

sudo ca��Ñ PAM_ ý��c� äÑeÑ Ú�e pam_unix.so¥°dä�e^

⁜https://downloads.raspberrypi.org/raspios_lite_armhf/images/raspios_lite_armhf-2022-09-26/
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D�§a¥�c I§ÑÚÌä¥e§ÚaÚ�°§ °x pam_unix.so ý�Ú� Ra�§b°ý

Ra�§b°ý �Ñ a xaä�Ú �§�ecÚ�°§ Ñ�¥ä�aÚ°Ì deüe�°Êed b� Ú�e LedyeÌ D°§�°§_ baÑed °§
U§�c°Ì§․E§y�§e  QEMU^
1 sudo �Ñ d�§a¥�ca��� ��§�ed ý�Ú� y��bc a§d PAM^

We �¥Ê�e¥e§Úed a �°adeÌ baÑed °§ CLE �§ Ra�§b°ý^

D�§a¥�c deÊe§de§c�eÑ °x pam_unix.so
libpam.so.0_ libcrypt.so.1_ libselinux.so.1_ libnsl.so.2_
libtirpc.so.3_ libc.so.6_ ld-linux-armhf.so.3_ libaudit.so.1_
libdl.so.2_ libpcre2-8.so.0_ libgssapi_krb5.so.2_
libpthread.so.0_ libcap-ng.so.0_ libkrb5.so.3_
libk5crypto.so.3_ libcom_err.so.2_ libkrb5support.so.0_
libkeyutils.so.1_ libresolv.so.2

� LedyeÌ․D°§�°§⁎Ìa�§b°ý
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D�§a¥�c I§ÑÚÌä¥e§ÚaÚ�°§ °x pam_unix.so ý�Ú� Ra�§b°ý

Ra�§b°ý �Ñ a xaä�Ú �§�ecÚ�°§ Ñ�¥ä�aÚ°Ì deüe�°Êed b� Ú�e LedyeÌ D°§�°§_ baÑed °§
U§�c°Ì§․E§y�§e  QEMU^
1 sudo �Ñ d�§a¥�ca��� ��§�ed ý�Ú� y��bc a§d PAM^

We �¥Ê�e¥e§Úed a �°adeÌ baÑed °§ CLE �§ Ra�§b°ý^

D�§a¥�c deÊe§de§c�eÑ °x pam_unix.so
libpam.so.0_ libcrypt.so.1_ libselinux.so.1_ libnsl.so.2_
libtirpc.so.3_ libc.so.6_ ld-linux-armhf.so.3_ libaudit.so.1_
libdl.so.2_ libpcre2-8.so.0_ libgssapi_krb5.so.2_
libpthread.so.0_ libcap-ng.so.0_ libkrb5.so.3_
libk5crypto.so.3_ libcom_err.so.2_ libkrb5support.so.0_
libkeyutils.so.1_ libresolv.so.2

� LedyeÌ․D°§�°§⁎Ìa�§b°ý
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Faä�Ú M°de� S�¥ä�aÚ�°§ �§ Ra�§b°ý

⁛ def fault_model(emu):
⁜ # Get PC value
⁝ pc = emu["pc"]
⁞ # Get next instruction
  instr = emu[pc]


 # Patch and run modified instruction
 i = int.from_bytes(instr, "little") & 0xFFFF_FF00
 instr_patched = i.to_bytes(4, "little")
⁛⁚ emu[pc] = instr_patched
⁛⁛ emu.start(pc, 0, count=1)
⁛⁜

⁛⁝ # Restore correct instruction
⁛⁞ emu[pc] = bytes(instr)
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E��aäÑÚ�üe TeÑÚ�§y �§ S�¥Ê�e Faä�Ú

⁛ emu = rainbow_arm()
⁜ emu.load("arm-libs/pam_unix.so")
⁝ emu[0xE0000000] = f"toto\x00".encode()
⁞ emu[0xF0000000] = f"$6$hH.15uU5laaxuXHY$anemvMyc.gFyc[...]nSGEO.\x00".encode()
  emu["r0"] = 0 # pamh (used for pam_syslog calls)
 emu["r1"] = 0xE0000000 # const char *p
 emu["r2"] = 0xF0000000 # char *hash
 emu["r3"] = 1 # unsigned int nullok
 pc_stopped = emu.start_and_fault(fault_model, i, 0x00405b40, 0, count=1000)
⁛⁚ print(emu["r0"]) # if 0, then auth is successful

VaÌ�a§Ú °x Ú�e LedyeÌ b�°y Ê°ÑÚ IS⁜⁜^ We �°°� malloc_ calloc_ a§d free^
⁜⁜ ¥�§äÚeÑ °Ì ⁝^⁜ Ñec°§dÑ ý�Ú� SHA⁜․⁜  �°°�ed  crypt_r^
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E��aäÑÚ�üe TeÑÚ�§y �§ S�¥Ê�e Faä�Ú` ReÑä�ÚÑ

Faä�Ú F°ä§d

; i=1201 (in pam_unix.so)
MOVNE R4, #7
; become
MOVNE R4, #0

; [...]
@121: movne r4,#0x7 ; r4 <- 0 with fault
@122: cmp r3,#0x0
@123: cpyne r3,r7
@124: movne r1,#0x0
@125: beq LAB_00405cb4

LAB_00405ca4:
@126: strb r1,[r3],#0x1
@127: ldrb r2,[r3,#0x0]
@128: cmp r2,#0x0
@129: bne LAB_00405ca4

LAB_00405cb4:
@130: cpy r0,r7
@131: bl free
@132: cpy r0,r4 ; returns the value of r4
@133: ldmia sp!,{r4,r5,r6,r7,r8,r9,r10,pc}
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3^ E�Ê�°�ÚaÚ�°§
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TeÑÚ Be§c�
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TÌa§Ñ�Ú�°§ Ú° Rea��Ú�
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TÌa§Ñ�Ú�°§ Ú° Rea��Ú�` J�ÚÚeÌ MeaÑäÌe¥e§Ú

M°däÑ OÊeÌa§d�

CÌeaÚ�°§ °x a ýÌaÊÊeÌ Ú° �aä§c� sudo ü�a NeÚcaÚ a§d ÚÌ�yyeÌ a GPIO^

sudo x°Ìced °§ CPU c°Ìe ⁝^

T�¥e  Ñ

V
tr
ig
 V


‛O§․De¥a§d‛ý�Ú�°äÚ de�a�

‛O§․De¥a§d‛ý�Ú� a Ñ de�a�

‛PeÌx°Ì¥a§ce‛ý�Ú�°äÚ de�a�

‛PeÌx°Ì¥a§ce‛ý�Ú� a Ñ de�a�

F�yäÌe` AüeÌaye °x ⁛⁚⁜⁞ ca��Ñ Ú° sudo ý�Ú� Ú�e ýÌ°§y ÊaÑÑý°Ìd^
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TÌa§Ñ�Ú�°§ Ú° Rea��Ú�` J�ÚÚeÌ MeaÑäÌe¥e§Ú

M°däÑ OÊeÌa§d�

CÌeaÚ�°§ °x a ýÌaÊÊeÌ Ú° �aä§c� sudo ü�a NeÚcaÚ a§d ÚÌ�yyeÌ a GPIO^

sudo x°Ìced °§ CPU c°Ìe ⁝^
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T�¥e  Ñ

V
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V


‛O§․De¥a§d‛ý�Ú�°äÚ de�a�

‛O§․De¥a§d‛ý�Ú� a 0.1 Ñ de�a�

‛PeÌx°Ì¥a§ce‛ý�Ú�°äÚ de�a�

‛PeÌx°Ì¥a§ce‛ý�Ú� a 0.1 Ñ de�a�

F�yäÌe` AüeÌaye °x ⁛⁚⁜⁞ ca��Ñ Ú° sudo ý�Ú� Ú�e ýÌ°§y ÊaÑÑý°Ìd^EäÌ°Êea§ C�beÌ Wee� ⁜⁚⁜⁝‰ BITFLIP ⁜⁚⁜⁝‰ ⁜⁜ §°üe¥beÌ ⁜⁚⁜⁝ ⁛ ⁎ ⁜⁝



TÌ�c� Ú° F�§d Ú�e Faä�Ú I§ÑÚa§Ú

UÑe °x a§ open-sample
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TÌ�c� Ú° F�§d Ú�e Faä�Ú I§ÑÚa§Ú

PÌ°b�e¥` T�e de�a� �§ÚÌ°däced b� Ú�e syscall a§d ÊaÌe§Ú ÊÌ°ceÑÑ^
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bex°Ìe Ú�e ÊaÚc�

axÚeÌ Ú�e ÊaÚc�

F�yäÌe` AüeÌaye °x ⁛⁚⁜⁞ ca��Ñ Ú° sudo ý�Ú� Ú�e �§c°ÌÌecÚ ÊaÑÑý°Ìd_ CPU ÊeÌx°Ì¥a§ce ¥°de_ de�a� °x
0.1 Ñ^
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L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate

ÑäcceÑÑ
sudo whoami

§°Ú ÑäcceÑÑ

T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^

EäÌ°Êea§ C�beÌ Wee� ⁜⁚⁜⁝‰ BITFLIP ⁜⁚⁜⁝‰ ⁜⁜ §°üe¥beÌ ⁜⁚⁜⁝ ⁜⁛ ⁎ ⁜⁝



L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate

ÑäcceÑÑ
sudo whoami

§°Ú ÑäcceÑÑ

T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^

EäÌ°Êea§ C�beÌ Wee� ⁜⁚⁜⁝‰ BITFLIP ⁜⁚⁜⁝‰ ⁜⁜ §°üe¥beÌ ⁜⁚⁜⁝ ⁜⁛ ⁎ ⁜⁝



L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate ⇒ ÑäcceÑÑ

sudo whoami

§°Ú ÑäcceÑÑ

T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^
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L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate ⇒ ÑäcceÑÑ
sudo whoami

§°Ú ÑäcceÑÑ
T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^
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L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate ⇒ ÑäcceÑÑ
sudo whoami ⇒ §°Ú ÑäcceÑÑ

T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^
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L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate ⇒ ÑäcceÑÑ
sudo whoami ⇒ §°Ú ÑäcceÑÑ
T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^
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L�¥�ÚaÚ�°§Ñ

T�e e�ÊecÚed xaä�Ú ¥°de� ýaÑ §°Ú c°§Ñ�ÑÚe§Ú�� x°ä§d aÚ Ú�e Ña¥e FI ¥ed�ä¥ Ê°Ñ�Ú�°§^

PaÌÚ�a� sudo b�ÊaÑÑ`
sudo --validate ⇒ ÑäcceÑÑ
sudo whoami ⇒ §°Ú ÑäcceÑÑ
T�e ÌeaÑ°§Ñ x°Ì Ú��Ñ d�xxeÌe§ce beÚýee§ Ñ�¥ä�aÚ�°§ a§d Ìea��Ú� aÌe cäÌÌe§Ú�� ä§�§°ý§^

ReËä�Ìe a§ °Êe§․Ña¥Ê�e Ú° deÚeÌ¥�§e Ìea�․ý°Ì�d �§�ecÚ�°§ Ú�¥�§y`

°üeÌc°¥�§y ý�Ú� a c�c�e․accäÌaÚe e¥ä�aÚ�°§⇒ �ÚťÑ ÌaÌe�� aüa��ab�e x°Ì c°¥Ê�e� Ñ�ÑÚe¥Ñ^
UÑ�§y Ñ�de․c�a§§e� Ñ�¥ä�aÚ°ÌÑ Ú° �de§Ú�x� Ú�e �§�ecÚ�°§ Ê°�§Ú °§ a Ñ�¥ä�aÚed ÚÌace_ bäÚ
ÊÌec�Ñe ¥°de��§y °x Ú�e ÚaÌyeÚ �Ñ cäÌÌe§Ú�� c�a��e§y�§y^
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C°§c�äÑ�°§

I§ Ú��Ñ ý°Ì�`

TÌa§ÑÊ°Ñ�Ú�°§ °x Ú�e xaä�Ú ¥°de� Ú° a c°¥Ê�e� ÊÌ°yÌa¥  sudo
1 TÌa§Ñ�Ú�°§ xÌ°¥ a§a����§y a b�§aÌ� Ú° a be§c� aÚÚac�

UÑe °x °Êe§․Ñ°äÌce Ú°°�Ñ`

� LedyeÌ․D°§�°§⁎Ìa�§b°ý  ÊÌ°Ê°Ñed ÊaÚc�eÑ Ñäb¥�ÚÚed^
� LedyeÌ․D°§�°§⁎Ñcaxx°�d
� §eýaeÚec�⁎C��ÊSHOUTER

W�aÚťÑ §e�Ú‡

Ca§ ýe d° ý�Ú�°äÚ a§ open-sample‡

H°ý Ú° ÊÌ°ÚecÚ aya�§ÑÚ �Ú‡

TÌa§Ñ�Ú�°§ Ú° RISC․V^
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TÌa§ÑÊ°Ñ�Ú�°§ °x Ú�e xaä�Ú ¥°de� Ú° a c°¥Ê�e� ÊÌ°yÌa¥  sudo
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� LedyeÌ․D°§�°§⁎Ìa�§b°ý  ÊÌ°Ê°Ñed ÊaÚc�eÑ Ñäb¥�ÚÚed^
� LedyeÌ․D°§�°§⁎Ñcaxx°�d
� §eýaeÚec�⁎C��ÊSHOUTER

W�aÚťÑ §e�Ú‡

Ca§ ýe d° ý�Ú�°äÚ a§ open-sample‡
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QäeÑÚ�°§Ñ?

SecäÌ�Ú� °x C°¥Ê�e� S°xÚýaÌe
H°ý Ú° M°üe xÌ°¥ C�aÌacÚeÌ�Ñ�§y Ú�e Faä�Ú ExxecÚÑ Ú° E�Ê�°�ÚaÚ�°§‡

Gä���aä¥e B°äxxaÌd
Lab°ÌaÚ°Ì� °x HaÌdýaÌe a§d S°xÚýaÌe AÌc��ÚecÚäÌeÑ
ANSSI
guillaume.bouffard@ssi.gouv.fr

CÌed�Ú` �c°§Ñ d°ý§�°aded xÌ°¥ F�aÚ�c°§
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