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Introduction - Perturbation attacks
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Characterization - Targets

BCM2837
(Raspberry Pi 3 B)

Intel Core i3-6100T
(Custom motherboard)
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Case study - Characterization Method
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Characterization - BCM2837 (Raspberry Pi 3)
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Characterization - BCM2837 (Raspberry Pi 3)
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Characterization - BCM2837

Faulted register distribution regarding the executed
instruction
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Characterization - BCM2837

Faulted value distribution regarding the executed instruction
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Characterization - BCM2837

Fault model distribution regarding the executed instruction
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Characterization - BCM2837

Instruction matching the OR fault model for the orr r5,r5
instruction

Faulted instruction Occurrence (%)
orr r5,r1 92.54 %

orr r5,r0 6.14 %

orr r5,r7 1.32 %

Instruction matching the AND fault model for the and r8,r8
instruction

Faulted instruction Occurrence (%)
and r8,r0 100
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Characterization - Intel Core i3-6100T
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Characterization - Intel Core i3-6100T
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Characterization - Intel Core i3-6100T

Fault model distribution
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Conclusion

• Different injection mediums have shown the similar fault
models on different architecture (ARM, x86) and targets:

• we suppose that there is an underlying common mechanism
sensitive to perturbation

• the instruction cache was identified as faulted on the
BCM2837

• EM fault injection is less efficient on flip chips

• These faults are suitable for an AES DFA
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Questions ?
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